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9.3.2 ANETIREEAIE B e 153
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0.4 A ATBEFARIE <ooooeee s 154
941 BEFMEBFIEI .ooovoooeeeeeee e 154
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9.4.3 RPN BEFAIE B v 154
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0.6 FRIREFELR ..o 157
9.6.1 HLFINIEMR S MU RIBRIAR SHLR oo 157
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9.6.3 HAKIEAR SR I BFRIR - SFEAR oo 159
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N

LA A

i T B UE A3 AE H 0 A BR 2 F] (Shanghai Electronic Certification
Authority Co.,Ltd., #i%5 A SHECA) & H BRI =7 FAIERS U, &
PARAG L FINIEIR S VAT IE, PAE LAY HE | iz BRI HARORIE RE J) 1) F PR b4
FREFUEBIRSS, AR . EEAM IR S ).

SHECA il & T A SR —— (SHECA L AU (CPS) ) (PATRTE
FrAs CPS) . 7% CPS #:% (MRIMIEMZEIEMR S K RIEFBHEME Y  (UniTrust
Network Trust Service Hierarchy Certificate Policies, &% { UniTrust NTSH iIF 5
WY ) BIZR, TE4HEIA T SHECA B4 (UniTrust NTSH JE-F5ERE ) AY%R
FFREETIEF R SS at Re . 5l A FRAAR R TG 3h, B TECIE R . 2K
TR, MES . EERA AR, A ETERARERRNE, DA IR SS . #
ARIEHEAUF L5205 . PR A,

1.1 #id

SHECA "t it (A N IRSLRIE 728445 ) SR RE & Dol s
BALES . EREMAERRESKR, i, &t BRIFEtT i RUEM 4 E TR
%A% (UniTrust Network Trust Service Hierarchy, #4% 4 UniTrust NTSH, f#ifK
RINIEAR) . RIAIER RN AN BE AT S B b1 S R R 55, WET H.
R 28 14 2% A5 B AT H A G il s B ARAE K &R, RUES S 507 EE S i) E5E
Ve 5 RBPREYE . 15 B0 S8 e A ST A A AT HOR 1

A CPS F BN Z A5 B M = BRI AA i R AL S IS ik
1) ) w5, HEME CPEAREMERTFERE) | (BAERS SR
Y o CRTEIRS B E BN ) SRR EOR . A SR A (UniTrust
NTSH iF 560 Y | #529E 58 (UniTrust NTSH JF-BHEIE Y B30 EFIZoR, &
AT RIANER R IZES PRI CA, fIHER CA RITFRMT CA, Frath
RINIER RN CA ZRMIESS, 45 H &8RRI . #2kKMT CAUERFIH -
RS, ER HRA SCRY P R A TR AN B, DASBATAH SRR L 55 X A

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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7% CPS {414 T SHECA 125 % A PAL Uk 15 Az B 44k 43 ik 95 15t
(IG5, FHEEBEAE S TAERISA T AEE 1 4 TS . CPS HEAIA0A TIAUER
SRR AR, TR S, I HAR AR R 2SR R 2 55 AAEAS CPS
FeOUE BTG N AR IR A TR T I

VE R 52 B B FH AT ERAE R ST, A4S CPS i I T SHECA, SHECA #2477
SERIRS RN . g5 2 R A 55 LA, SHECA Y5 T, 4% SHECA XK
SR R, UEBIT PRI . B X 2 AR S8 R B R A SAE T
SHECA HL ARV 55 UM RE Y 263K, A AR AOAUM],  RIERH B SEAT AL
%5 . SHECA K HAZBUESL I IS AU R VA 7 Hs % A CPS AYRLE RS Ak
1, EIEBAREIL T, PRIEIE-FREME—H5 S 0y BB R0 SSRAH KR, A 81RE
5 B WA 00 SE AR ME— X R

SHECA &1 CA/MYi#s181ts (CA/Browser Forum) (www.cabforum.org )4

T BT AR 1Y Guidelines. Baseline Requirment DA & Minimum Requirements for
Code Signing Certificates #1745 & M HL /IR (5 4F: SSL A UE AL Z A 0E
5, AR LRI H R A B AT BT, QR A CPS F1 CA/M B #4818 3

(CA/Browser Forum) % i [ Guidelines . Baseline Requirment P4 & Minimum
Requirements for Code Signing Certificates S5 5 LT H I 250 A — B 5,
WIDA CA/ Sa g ie 47 1F 2 R A R R A v

A CPS [ #1224 71 SHECA 3¢ THIEA IR 45 B E A S FIWL A, AL HI SHECA

AR PIHLR . P BEFAN, A58 BB AN A AR N 25

1.1.1  _EEHEHFIEBAEF.OERAT (SHECA)

i T B UE A5 A E H 0 A BR 2 F] (Shanghai Electronic Certification
Authority Co.,Ltd., 4f%5°~ SHECA, R CAYSALT 1998 4F, 2HESE—
FENAE =T TINIEIRGS I, EsfTERRFwE . SR, 1
BRI IE LG 2 —.

2005 44 H, FAFEZEME R AU S B 6V aluE”; 2005
9 H, B ANE BACER IR S5 VR RTIE”, BN AR ARSI E
TR S5 MR E s S W R B AR S5 HLA; 2008 4F 6 A,

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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i‘a SHECA ANIF—ZIB (5T, A
i AT [E P WebTrust TAGIE; 2008 4F 12 H, SEHURIE-BNE THEBEIERSE, 2

G — R LI AR T AUEAR 55 ROPLAS

SHECA il —3 %Mk, S KRAYEARDI AR, L ET WA MM 2 (5T 1A
AABHENTOR, MRS, A Z0E 0. B E R ORARS
PR AR AT 5

SHECA 1E NIRRT AR =T i INIEAR G MU, icRs s iy R IAIE
A& (UniTrust NTSH) . PpRINIEARZR (UniTrust NTSH) 2 H [ i5cA S0 2R
FUET A E A, AN B R IE 152 Z R H

1.1.2 P EAENEBEERSEER

Hr-RINIEM 28 {5 2G5 4R & (UniTrust Network Trust Service Hierarchy, 4
5 UNTSH, fiFFHh-RINIERR) i “—ibfET, El KT kB
HE, WSS TR ARG R E R _EARLE SIS S R
KR UESS, TLASEEES AT . I AR 55

RIAIER R GG . 588y PKIZ A,  DASEBIA R Y AIEF5 R
SRR, MR CA TR CA, ABAM P IES. Hit, thRINEASR
BT TR CAL T CAL SHKIEMIUE (RA Hl) | IRFFZELA (RAT) AK
HABBZRL IS5 RIS, X LSRR R IAUER R AN TR 2R AR 55 4K
PR RINUEAR R A MRS AR A 55 A 2R, A se %, 1ERA . iy ST St
AR SRS DA SR 5 S Y K

RIAIEAR R PKLZ R AT

® UCA Root

[ UCA Root ]

[ SHECA ] [_SHECLGQJ ] [ SHE&AGQ J [ SHE&AGS ]

1 1 1 1
[+Aﬂﬁﬁ%] [ﬁﬁﬂFﬁ%] [&%WFE%] [EﬁﬂFﬁ%]

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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UCA Root HRAFHIHJED 2048-bit, T3 PUA4~F CA IE+, HA: (1) SHECA,
SHECA G2 J¢ SHECA G3 - CA AHAEAIT FUE+s;  (2) SHECA G2 - CA %5
KK N RSA 1024-bit 57 2048-bit (/N ATT FHIES . BT FHIES . 51T
FAUEBFIHARTT k4, A% SSLAET;

UCA Root HRUHRFT 2029 48 12 H 31 HF[MA, 2025 4F 1 H 1 HEEAHEL
BEATSER

® UCA Root G2

UCA Root G2 ]

( GlobalSign China J

- CA for AATL
SHECA G2 ]

[ A NAT PHIEAS ] [ BT FIET J [ B AEAS J

UCA Root G2 HREFHIKJE N 2048-bit, TR,

SHECA G2 ¥ CA Uk, 25 FAK N 2048-bit 1Y AT FHIES . BT
Pk, %4517 FiEd5; GlobalSign Root China CA for AATL ¥ CA k4, &k
WK R 2048-bit (1) SCRIZE S IE T

UCA Root G2 %16 T 2036 4F 12 H 31 HEI, 20324 1 A 1 HEAH
R TS,
® UCA Global G2 Root

UCA Global G2 Root HZ54H1 J& 4 4096-bit, A% % 2040 4F 12 H 31 H,
2036 4 1 1 HEAHEL THIED.

2020 4 2 H 21 H ,Asseco Data Systems S.A. ) R U P

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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Certum Trusted Network CA 25 % 1 32 AR HIEF5 UCA Global G2 Root, A %M
2020 42 H 21 H3 202542 A 21 H.

UCA Global G2 Root HEjA 11 NMEHMF CA i, 2 NEEHHIUR:

WE 44K AR E | B & RUE PRES
R ATES
SHECA RSA Code RSA 2048 SHA-256 with RSA Encryption BRI 2021 4F 10 H 29
Signing CA G3 Fhf st 48 Kk
B
SHECA RSA Domain RSA 2048 SHA-256 with RSA Encryption | DV Z24 3k filE 2021 4F 10 H 29
Validation Server CA FFUR A5 12 KR
G3 B
SHECA RSA RSA 2048 SHA-256 with RSA Encryption | OV Z24 3k filE 2021 4F 10 H 29
Organization Validation FFUE 1 1F 25 S iF
Server CA G3 1
SHECA RSA Time RSA 2048 SHA-256 with RSA Encryption s} ] % Tk 35 2021 4F 10 H 29
Stamp Authority G1 AR Gl T
§E
7 \L E N >
SHECA DV Server CA RSA /2048 SHA-256 with RSA Encryption DV S A S N1
G5
7 \L E N >
SHECA OV Server CA RSA /2048 SHA-256 with RSA Encryption OV % 4ii a1 E¥
G5
7 \_\ |J_:|“ ~
SHECA EV Server CA RSA /2048 SHA-256 with RSA Encryption EV Al b s 1EH
G2
ST
SHECA Code Signing RSA /3072 SHA-256 with RSA Encryption INEE et iE%
CA G4
SHECA Time Stamping | RSA/3072 SHA-256 with RSA Encryption TS T
CA G2
7 \L E N >
TrustAsia RSA DV TLS | RSA /2048 SHA-256 with RSA Encryption DV %2 ik N1
CA -S1
7 \_\ |J_:|“ ~
TrustAsia RSA OV TLS | RSA /2048 SHA-256 with RSA Encryption | O X 2o AL Ea
CA -S1
Ak S
SHECA Global G3 SSL | RSA /2048 SHA-256 with RSA Encryption LA AL SN eI
. . INCLETANST .
SHECA Global G3 Code | RSA /2048 SHA-256 with RSA Encryption s
Signing

® UCA Extended Validation Root

UCA Extended Validation Root R %5474 B 4 4096-bit, A R HRFT 2038 4F
12 A 31 HEH, 20344F 1 A 1 HEAFHEE FHOUES. T# 6 1 CAER,

uEH AR FHERE | B4R 25 ATk A5 /38 7 RA
R ATED
SHECA RSA Extended RSA 2048 SHA-256 with RSA Encryption EV AL 2021 4 10 H 29
Validation Code Signing CA TR 12 IR
1
SHECA RSA Extended RSA 2048 SHA-256 with RSA Encryption EV Z¢4ulk SAEd 2021 4 10 H 29
Validation Server CA FRUR S 1R KAIE
+§
T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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N
SHECA EV Server CA G3 RSA 2048 SHA-256 with RSA Encryption EV 224k Sk 3 1
SHECA EV Code Signing CA | RSA 3072 SHA-256 with RSA Encryption EV {44 0E+ EH
G2
SHECA Extended Validation | RSA 2048 SHA-256 with RSA Encryption EV 240l Sk e
SSL CA
SHECA Extended Validation | RSA 2048 SHA-256 with RSA Encryption EV 0S4 0F WYIi]
Code Signing CA

® UCA Root SM2

UCA Root SM2 #R&ZHK R 256 v, SM2 53k, 4578 SM2 Signature
with SM3, A3 2038 4£ 12 A 31 H, 2033 4F 12 A 31 HEANHE K FIE
B, Tk 6 ~F CA L3,

» > i—{—: \\ s \\ AV NIAY —‘H—A ',
uEH AR FHRRARKE | B4E 2 R/ i PRA

SM2 B3 DV 4440k SiE 1 .
UniTrust DV Secure Server SM2 256 SM2 Signature with SM3 LS s + T 2022 445 H
UniTrust OV Secure Server SM2 256 SM2 Signature with SM3 | SM2 B{k OV 24l k45 4] 2022 442
SHECA SM2 SM2 256 SM2 Signature with SM3 | AN AT FHIEFS . BT FIE EH#

. BT RS

SM2 ¥k DV Z 4l SE T
TrustAsia SM2 DV TLS CA - S1 | SM2 256 SM2 Signature with SM3 FHk A + Ei
TrustAsia SM2 OV TLS CA - S1 | SM2 256 SM2 Signature with SM3 SM2 ¥E OV 4l fiikh ¥
TrustAsia SM2 Identity CA - S1 | SM2 256 SM2 Signature with SM3 A NITFES . BT RS | E%

® UniTrust Global Root CA R1

UniTrust Global Root CA R1 #RZ4HK ik 4096 37, RSA Hyk, ZLEER
RSA SHA-384, 4 %05 T 2045 45 4 H 28 HE|H, 2040 4E 4 H 28 Hile RE&R
TOES, T 6 AT CAIER.

WE 44K WA | B 25 AR/ 9 RES
DV 7 \_\ ﬂ—:_': N ~
SHECA DV Server CA 1A | RSA /4096 SHA-384 with RSA LS -
Encryption IE%H
3 \L E N >
SHECA OV Server CA 1A | RSA /4096 SHA-384 with RSA OV Ll LS ”
Encryption E#
EV 7 _\L k]_ix ~
SHECA EV Server CA 1A | RSA /4096 SHA-384 with RSA LB -
Encryption IEH
S ATED
SHECA Code Signing CA | RSA /4096 SHA-384 with RSA (REES IR N
1A Encrypti 1EH
ryption
T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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EV R A S
SHECA EV Code Signing | RSA /4096 SHA-384 with RSA RIS -
CA 1A Encryption IE%
SHECA Time Stamping CA | RSA /4096 SHA-384 with RSA NI, "
1A Encryption i [E) BB 15 IEH

® UniTrust Global Root CA R2

UniTrust Global Root CA R2 M4 KBk 384 i, ECDSA By:, A48k
>k ECDSA SHA-384, %005 T 2045 4F 4 H 28 HF|H, 2040 4F 4 A 28 HiEA
BHERTFRUET. T3 T CAET.

N ~ . N N Yy PN S+ D
43447 BRI | 2450 SERIEBABIITEE | A
ECC i DV Z & Ui ik 5
SHECA DV Server CA 2A ECC / NIST P-384 ECDSA Signature with SHA-384 %:{2 ﬁ‘éyﬂj ﬁE:E’ _
(37
ECC 7 OV Z2 2l ik
SHECA OV Server CA 2A ECC / NIST P-384 ECDSA Signature with SHA-384 %:{i ﬁ‘é,\tﬂj, U _—
EH
ECC Fk EV 24l ST
SHECA EV Server CA 2A ECC / NIST P-384 ECDSA Signature with SHA-384 %:{i ﬁ%yﬁ‘ IIE:B _—
EH

® UniTrust Global Root CA R3

UniTrust Global Root CA R1 R&EH K R 256 i, SM2 8yk, ZBAEEN
SM2 Signature with SM3, 4 % EF-T- 2045 4E 4 F 28 HF|H, 2040 4 4 7 28 H
EAFEL THUET. T3 A+ CAE.

WERAFR THRERE | BB B I E 5 /38 T 3 R
SHECA DV Server CA 3A SM2 /256 SM2 Signature with SM3 SM %:{i bV %\téﬁ'ﬁ/@lE% s
1
SHECA OV Server CA 3A SM2 /256 SM2 Signature with SM3 SM 54k OV Z i A Ea
(i}
SHECA EV Server CA 3A SM2 /256 SM2 Signature with SM3 SM ﬁ& EV ﬁﬁféﬁﬁ)ﬁiﬁ:ﬁ s
1
® UCA Root-Gl1
UCA Root-G1 4 2009 4E 1 H 1 Higfs R k.
® UCA Global Root
UCA Global Root [ 2017 4£ 4 A 27 Higf5 1F2& & UET.
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1.1.3  BFAIESEFHN (CPS) HiEREEHIXR (CP

RN R N REAIEBAA — A ME— IR 15Rm (CP) SCFF. IET5KRm
FE B AP RAIE R REEIE B S 55 505 AR B ER, BRI 55 B
W (CPS) F#EAE SHECA fER— MR E s £, MR
g5, 22507 SR TS SRS SR BT R e . BRI I,
TEAIREAFIALE TR B UE B IR G IR0 1R A . Sl AR A v
W, EAIERE (CP) FIHLFIAUEMESS RN (CPS) ) #BARS T RIAIER R, #
SEV-RINER R NETFIE B EEREE . FEEEAEEEN, B AR )
W (CPS) MJETIETEE (CP) , TEBEAAMHF £ &, PAUETISREE (CP) 1Y
WA RHE.,

HHl, (SHECA HLTIANUEMLSHLN (CPS) ) AU 3FF (UniTrust NTSH jiE
PRE) . WARAFHRZ,  (SHECA WAL (CPS) ) AILASZREZA
UEARSRNE, AN TN R A slOAS R sy 11

1.2 A FRSIRIR

ARSI FR R (SHECA HLF-AIELSS BLI(CPS) )y , f#iFKx SHECA CPS.
“SHECA CPS” . “Ijf CA CPS” | “ I CA HEFIAIENA BN | « ¥ CA
RS B A" . “SHECA ARSI < Bifg CA ARSI < i
CA Hul> CPS”, “ i CA H0 B FIEME S5 R B HR R, T BUAE ]
3G, R AR R AR A SO B R X A SO B . A CPS R iR 4
SHECA £ =5 B3, FIAUER S5 1 K e s IS8 . A% CPS I LA BV A6 HELFIAIE
SR (CPS) JEYERHIRAS S (40 “1.2 J|RA”El “CPS1.27) .

SHECA A 4 CPS 70 B T H & X 1y X & 4 iR 4F (OID )
1.2.156.112570.1.0.2 .

A CPS & X476 CA/B 815 A 4719 Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates ¢ SSL ik /) OID -

1.2.156.1.112570.1.1.2.2,

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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SHECA FT 3¢ B 1 A X R 54T SO WX G40 R R PR

OID X5
1.2.156.112570 T4z UniTrust
1.2.156.112570.1 BT AE L SHECA
1.2.156.112570.1.0 g Policies

1.2.156.112570.1.0.1

v W28 AR AT 55 1R R A3 5

UniTrust Network Trust Service

Hierarchy Certificate Policies
(UNTSH CP)

1.2.156.112570.1.0.2

v R A5 AE AT AR 55 1A 8 L IR
Ak 55 B

Certification Practice Statement

1.2.156.112570.1.0.3

R MASAEAER ST AR EV RS
L

EV Certificate Policy

1.2.156.112570.1.0.4

PRI s (AT i o5 1k 3
SEUNIR s W

EV i

EV Certification Practice Statement

1.2.156.112570.1.1

M RMAEATEIR ST AR o5 as
eSS

SSL Server Certificates Policy

1.2.156.112570.1.1.1 - Domain Validation SSL

DV R 55#8 ik mg . .
2.23.140.1.2.1 Certificates Policy
1.2.156.112570.1.1.2 — s Organization Validation SSL

OV 25 B 555w & .
2.23.140.1.2.2 Certificates Policy
1.2.156.112570.1.1.3 . Extended Validation SSL

EV ik iRk %5 #5 K m . .
2.23.140.1.1 Certificates Policy
1.2.156.112570.1.2 X G285 44 Mg Object Signing Policy
1.2.156.112570.1.2.1

FRASA5 4 g Code Signing Policy
2.23.140.1.4.1
1.2.156.112570.1.2.2 . Extended Validation Code Signin

EV f 254 s . sning
2.23.140.1.3 Policy

o Windows Kernel Mode Cod
1.2.156.112570.1.2.3 Windows PRI g ame |1 Deows Bernel Mode Lode
Signing Policy

Fi IR DA R T
AL 1717 5 18 £
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1.2.156.112570.1.2.4 Adobe 2544 TR Adobe Signing Policy
1.2.156.112570.1.2.5 PRLE A Document Signing
1.2.156.112570.1.3 % Pk R Client Certificates Policy
1.2.156.112570.1.4 Fis} [ 725 2 s TimeStamping Policy
1.2.156.112570.1.4.1 Fif [) 8, AATL SR TimeStamping AATL Policy
1.2.156.112570.1.5 OCSP g OCSP Policy

1.3 HFAIEESI S5

1.3.1  HEFAEREVM

SHECA @ HIEB LRI FAEIRSFHE (CA) | BRIz E R IMEAAR.
TERBUFALRIEE =07, h-RINIEAR R A Z A A AR R SR, A )
R CAMIT CA, XLEB RN CA, BWRETGES . R CA &% T CA L
5, T CA W LRE M FIEHEHE CA WL, - RIANIERRR CA FHET
g5 . TGS AEMBRLAARS 5T (AR, 418, A
Lo CATATA WG S O3 bl i AR a] AR AR CPS FEFRI AR B ik) Ak
Ber b, PRUEAYIRE S0 E 1 T4k S ME—HIXT LY.

SHECA #5377 5351 CA iZFTALHIAI % 1) e 4 RIpLE, 2hr A B 47
Xf, HFESEMR CAUES (ROOT CA) . SHECA MRHIEA & g . UEi
TR LA SR A BRI PN, W DA N — i #E T CA IE15. SHECA HT3f
MR CA BRI, WhZ5 4 B 8 - A ALAG R AVRIBOR % e )y, 498 SHECA
LATNIEZ R, SHECA %4 AIEZ i Eh SHECA BTk 1 EUR
HITHUA, ki SHECA MR CA FIHAET- CA 25X B SR AN DI ) SR A A T
3.

SHECA 25 & HJUEH- 58— MIEH B SRR A998 . SHECA Kin, T
BRI FEA RGN RIET, PR FUEAS B Sk 55 25 FE B4R (Certificate

T EEEIE TR DA BR A ] HiE: (021) 36393100 % 21:(021)36393200
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N

Revocation Lists) AR55#s, AfizuEHml AL E BEALRAS.
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