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1. B85

KRR ENEEERS AR (UniTrust Network Trust Service Hierarchy) [
EV AEFH AR F (UniTrust Network Trust Service Hierarchy Extended Validation
Certification Practice Statement, 4i’5 A UNTSH EV CPS) . 1M ZIEAE RS 1A R
(UniTrust Network Trust Service Hierarchy) &M _EiETHEFUE HIGE P O A RA T
(Shanghai Electronic Certification Authority Co.,1td, 455 N SHECA) #Ei%. 12E
[ — N AT EAH BN, TR -RINIE, $RALE T HFUE H i B IAIEIR S5 - SHECA 21K
FE (P N R AN [E 2 440 WL = B IE RS VU, BT 00 2 R () X 4%
EAEEE, M EBM A ARt 4. arsE. E BT IEH RS -
UNTSH EV CPS [#i T SHECA fE4RHEHRER « BB, S T B S uE 45 IR 55 1A 1)
HARER . UNTSH EV CPS 3#1g (rpfe NRILAE T2 40E5) MHle, WRIEhRMEEE
ARG R EV IEF RIS (UniTrust Network Trust Service Hierarchy Extended Validation
Certificates Policies , #i5Jy UNTSH EV CP) #liT, #F# UNTSH EV CP [fJ %K. UNTSH EV
CP f& UNTSH 5¢F EV LS R EZMBOR A W], @52 1 UNTSH 3tHE. 2k, BB .
RS TR EV R AR SAG AT ARSI 00k 2%« VAR RN A S5 DU B2 SR o 3K I ) R SR
fRUE 7 UNTSH EV iE BRI 2 e e 58, &M T UNTSH BT 2577, Mimdeft 7%
/™ UNTSH EV HEZE 4 Gt — (S AE M PRIE . 8 245 E1% 2 UNTSH EV CP.
SHECA Iz & /1) UNTSH, &5 7 MWe T e T/ Hg0r S 4 %7 . UNTSH EV CP
WAL T T 2 577 W AEAE 223K, A% CPS ##iik 1 SHECA & UNTSH W (94~ 2 5 77 AT 2
IR BRI R B BARMGE NS i, AL
® AN KL AR BN AT SCHE S UNTSH 4 &
® fi4fE UNTSH EV CP HZRAE A BB, HH. B3 EVAED
A CPS i TETF RFC 3647 ¢ TEFS SIS AHIE T IENL 55 FUM B9 284, 75 & CA/W B
ix (CA/Browser Forum) it www.cabforum.org & A ft N #1076 B 5 i A B3R
® P REBIFTEBEZEKMEIFEF (Guidelines for the Issuance and Management of
Extended Validation (EV) Certificates)

® I EIIEISAELIUEHE K MEHIEM (Guidelines for the Issuance and
Management of Extended Validation (EV) Code—Signing Certificates)

® AAAEUERHZE KNS L IENR (Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates)

TEARSCAF AN IR FYE A A2 8 R, AR5 DAl Y i) 25k . SHECA 25K 1 EV iE+S
TEARAT I AR 4 UNTSH EV CP #3852 CA/ W W48 ib3x (CA/Browser Forum) AHICHITE M)
B3Rk . SHECA WY/ A7 €08 UNTSH EV CP 1A CPS SEMSFRIRAFIUEF, FAE AR B
& CA/M Y28 i83E (CA/Browser Forum) HIHIIE.

1.1 8Lk

7% CPS [#iA T SHECA 5% EV (Extended Validation) iFH i & IFRT, 54 CA/NIE 256
1% (CA/Browser Forum) KA 4 B UFIE 455 (Guidelines for Extended Validation Certificates)
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FIEESR . ZIEFEE AR T CA FUMITEZS R EV AIE T I A 200 2 — 58 A B (R 3R

7% CPS & F T UNTSH ) EV ROOT CA. EV SSL CA £ EV Codesigning CA, LR AHICH .
WP RTS8 . AR CPS AFE N — AN ST, R 1 ANZE AR B EV IR AH O I B A4 4
VERIRFE, SHECA IE AT LR A HT I CPS /N CPS Wb 78, LIl & BUR Y & BUR R alis e
AT M A AN RV 2SR o 3 IX R TR I SR & T AR SGIE BT P AR T . A eps H2
UNTSH — R ZIAHR SO ) — A, HAR IS
® il
® CAFMIRAIZEM
® [T M
® Al AIEH I E
® UL EAHK AT

PR A CPS 25 1 BV AETS, AP G ] SHECA HIi% 3 i i A A ¢ £ 43 4 51l 1 % 2B WL o
B UNTSH EV GEF T 7 AR 7 22 IR A CPS I AH R CP IR, R HIE -3 (1 45 AN S
£,

EV SSL UEF5 F F ELHX | SSL/TLS Sy BRiiE, B 7R 18I SSL/TLS B30 37 e 22 4 1 9 2% £ 4 i
WEE. FFAIZIEBIOYERE R, TR a2 m B AE LLRE R 1) 7 sUE R R, (A
FRE SR T 10 1R DX 3 2 EH — MBS A AT LA S 16 ()« EVSSL AR I 2 H 12 AR iR 45
il 3 — ANk ) B VAR R B A (EV SSLAEF A& ML AR Bl . VLA AT S
A5 5, RERSA NI as P — AN GBI GRAIE, BRI IEZE U5 19 1) X3 B — AN A ik 10 AR LG T
D RN E O LR T b S ) Y A Xk [ (4 2N AR D s e
RTINSV B RIS P I AETE, B ZA U IR IE 8 S Wk I Ak e A B, Jf 4Rt
T B A e 28 4 i RN LB SAE R MR VE 1038 ([ A3 R SSLIE 5 32E 47 I 28 4y #1 FIIAE 2% B MR VE B
TP, HmT AP Bt A7 56 T N 8 8 Al e B AE SR VE IR 2D Ak, EV SSLAEH A
FEUE TS iy 4 0 AR B 3 1A % EARIAT R, HEATRME O T Z R A2 T NG A
% RETFEVEMER . REWEEE U IRZ RT3 R e 1 Z AR LR RN ERIE

1.1.1 UNTSH Z2#4

A CPS #< A UNTSH EV CP il %€, RA #%M8A CPS AT UE 3RS Had %500, 1T/ MKt
J5 B A AR 2 SR IE B A CPS K BV CP WREXHIET I . (54T H BT X 55« UNTSH
BE T CAL T CAL JEMHL (RA 0y, IXEESAARHE B R VGE R AN [F 2 K IR 55
TR, BRVAEA R FAE B IRS ME B, 4%, . 4T im0 ST S A
CPS DL EV CP [ EK .
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UNTSH EV CP |

|
SHECA EV CPS
L

|
iTf7 | SHECA RA
| |
KHTT A
|
AT

1.1.2UNTSH EV iEHERZEH

UNTSH 5 3 4> EV #¥ CA, N UCA Extended Validation Root, UniTrust PTC Root CA R1 #l
UniTrust PTC Root CA R2,

® UCA Extended Validation Root

UCA Extended
Validation Root

SHECA RSA SHECA RSA SHECA Extended SHECA Extended
Extended Validation Extended Validation Validation SSL CA Validation Code
Code Signing CA Server CA Signing CA

UCA Extended Validation Root R 2 1K £ 4096-bit, F % 4 4~ CA IEH, Hrr: (D
SHECA RSA Extended Validation Code Signing CA R 28 & % $HK &N RSA 2048-bit 7 KI5 %5
HET, H3CHF SHA256, 1% extKeyUsage #EATZ1 IR, 5 B Ui&EH T id-kp-codeSigning; (2)
SHECA RSA Extended Validation Server CA R %5 & % 1 52 RSA 2048-bit %2 4 s ik,
H 3¢ #F SHA256 , Jf XI extKeyUsage i 17 2 R, & & {i& M T id-kp-serverAuth #l
id-kp-clientAuth; (3)SHECA Extended Validation SSL CA, SHECA Extended Validation Code
Signing CA CFH, AFHEKITIEF.

UCA Extended Validation Root A 244 T 2038 4F 12 H 31 HFEM, 2034 4F 1 H 1 Hi
ANEER FHAE .

® UCA Global G2 Root
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s R
Asseco Data Systems

S.A.
. )

-

N
UCA Global G2 Root

(REXEE)
. )

Lo 4

SHECA RSA SHECA RSA

[ UCA Global G2 Root J

SHECA RSA SHECA RSA

Domain Organization : SHECA SHECA

Code . Time Stamp
S Validation Validation y Global G3 Global G3

Signing CA Authority _

Server CA Server CA 5510 CodeSigning
G3 Gl
G3 G3

UCA Global G2 Root HEZ54AK K 4096-bit, F¥E6 AT CAUEFH, 1% 2020 FEFF44
i T2 K EVAE B AR .

® UniTrust Global Root CA R1
UniTrust Global Root CA R1 HRZ54HK &l 4096 137, RSA vk, 2542 5d oy RSA SHA-384,

HAIJC 1 CAIEFS .
AR T 2045 £F 4 F 28 HEM], 2040 4 4 A 28 HEAHER THIES.

® UniTrust Global Root CA R2

UniTrust Global Root CA R2 MR %54A4K N 384 fi7, ECDSA Bik, 25445 LN ECDSA
SHA-384, HAET TG ¥ CA ilE+5.
P T 2045 4F 4 H 28 HEIM, 2040 4F 4 H 28 HEAHZR FRIED.

1.1.3 UNTSH EV iF /T4 %

UNTSH ) CA RJBU EV AT ES,  #0FG ZEEAT ™46 1K B 200 i AT HR A 5280 LA
Tk, HDBFRAAE AR RN LS A, AR AR AL BV IEF RS .
MEESESCRE, BV AT IEBEGERE LR —E, B LRI %2R .

1.2 T B FRFIFRIR

AR AFRA CHR MBS TR S R BV IEFAEM 4B ) (UniTrust Network
Trust Service Hierarchy Extended Validation Certification Practice Statement, 4§
H A UNTSH EV CPS) .

A% CPS X GARIRAT (0ID) 5Ph-RIZRFAER S5 14 & EV IEF 3ME (UniTrust Network
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Trust Service Hierarchy Extended Validation Certificates Policies , #i5 A UNTSH

EV CP) BIXRFRIRFF (0ID) —3, AR AHSELTTRX RFRRFF (0ID).

&5&REREHE

1.3.1 iEHEFHERSL  (CA)

CA f1 4% EV Root CA F1 EV SSL CA A1 EV Codesigning CA. 3 H1 SHECA @ flizE . 4k,
SHECA WAL A NIEZR 2y, 1EJN UNTSH (1SR BS & BRALAL .
(1) EV Root CA
EV Root CA & i EiE B KM, & UNTSH I EV IEBREFIE, IS 4E.
® R FEIE GBI CAUET
® EIRIRAGAICUET . EBREEFIR (CRL)
o FHHMEZEEIENELRE
(2) EVSSLCA
EV SSL CA & ZHR 57 4.
® LR FEFEIT P EV SSLEH
®  ETHRIRAGAI T LB SAE R4S 5 (CRL)
o FHMEZEIENELRE
(3) EV Codesigning CA
EV Codesigning CA f) 3= E N 51 (0 45
® AT ' EV Codesigning iEF
®  ETHRIRAGAI AT LB SAE R4S 5% (CRL)
o FHMZEIENELRE
(1) ZAINEE RS
ZAWIEZR 2 F SHECA R 1EST, A& UNTSH SRESE BEALMY, FEHR ST 4E:
® il EFIRATIE TS EmE (CP)
® il EMIAATIEFEL 5N (CPS)
® il g MK Aia E AH GG
® il & R R AT AH R IR S5 LT
® N AIFE T UNTSH 125 %5

1.3.2 JEMAE (RA)

FEMALR (RA), EEAM TN EV UE B HIEE AT SO A IRAI SR, IS UESE K EV IEHFT
FEEMMFAEE, N CAZK EVIFBiftEE
SHECA {4 EVAE 151 CA 2 & MUK, HEATHEAE EVIET RA, AFHATHL RA.

1.3.3 iT P

WHARBIEBEM (Certificate Subject) FEFRAISEAR, J& BV iE X B FAEA A

T RCE B AGE O E PR A B35 (021) 36393100 1£#:(021)36393200
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A CPS FR L ILAIT P, 8 &KMLM . SHECA A X & BHM BT EV iE, ArERAN
PAE BV IEPARSS o

1.3.4 K

WA » FEAR 1 FHUIEFS B 22 IR ISR FL 725 42 A7 RCME I S - MRS AT LU IE 39T
HATBAARET .

PR ARYEAE P & 1 B 5 2, F DLRAIEAS « SRS A4 Bk S L BT T 92 AL
(EESS

WAy BAREE S B 35 A5 L, o 2 15 S AR IR B2 15 n] UM T4 € Hig,
Fr it A BRI, BRREAR T IR IR A S B A

1.3.5 Hihs5%

Teo

1.4 iEPHIE

1.4.1 EHTEE

SHECA 22211 EV UEH EZH T S0 R R H

KA A CPS 25 & 1) EV SSLAIETS,  AJ I SRIGIEIE 15 R bR iR 3k 4 i B 4y, DR 238,
S RENNI B KIEA CPS 28K 1) EV Codesigning iE, AT FHREGIEEH bR iR B 1F
RASFRAETT SR AT T I B o FLAR L 36 UE J5 B & B SHECA 28 K11 BV IE1S, HRBIZIE
PHArEEREERESA K, FHOLEE TEYS S0 SR

1.4.2 2 ARER

BRI A (TG EAL, 5 AP T (T T AR A S 5T 53, S L
LR ASRI A TS H RO S, 3 LT (R 40 ) SRR e
B 1B 0 7

CA HUHIE 157 B AR AT AT CA SHEE LS IR AT, 3T PGSR g CA HLKE f35k (8
A

LT ECE B UGE O E RAF Hi%: (021) 36393100 1£#:(021)36393200
LT NdeEs 1717 SEAEFRT % 18 # 200080 https://www.sheca.com/ & 013 T 73 7



iﬁ SHECA AIF—f (S E, A
=£n

1.5 REFEH

1.5.1 SREESCEE EAIA

A CPS My sE . RATNMESEEFH, 1 SHECA Z2ER A BTt .

1.5.2 BEERA

SHECA # 5€ 1 & & FEERAE AR CPS BR RN, L[ 18514 CPS [P A4 18 J e AH G =
Ho AFMTARA CPS MR, #i. SEM4&E, #BnI LIS SHECA GRS K Fe ik & .

BERN: BT AU UE P AIE O BR A 7] SRS R 3

Hi%: 86-21-36393195

fEH: 86-21-36393200

pidik: e N RSSRIE R PO )IAGES 1717 S3EAREFR 1 18 #£

MR E A% : 200080

BFHEfE: policy@sheca. com

1.5.3CPS Ht#EA

A CPS H SHECA %24\ IF 2 i & it .

1.5.4 CPS #HHEFE T

A% CPS H SHECA “#4x 0 IFZE R4k, AIEA CPS [IMEIT MR A AR B
R4 e NRSERE B P42 CEFERS EHIMEY I, SHECA £
i CPS Jalal EE B4 %

1.6 EXS5HRE

DB % Ao

T RCE B AGE O E PR A Hi%: (021) 36393100 1£#:(021)36393200
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2. RATAE BETE

21 E2FEE

SHECA {55 JE 5 B AEAIE 5  IE 04 1) 3 (CRL) < AIE P 5 (CP) . B P IATEE 5 I (CPS)
ST IEBAELIRE (0CSP) 2555 B A AT R k.

R EMIE T

https://www.sheca.com/policy

SHECA tHIRALAELRUE FIRZAS A # (Online Certificate Status Protocol, OCSP) ik
%o

2.2 \IEER L%

SHECA 75 B R A s BAFHEB N (CP). HLFIAEMLSS AN (CPS). T P ¥ s Al
AT WS B RIE T AE R AR S5 A O . EF . UE PR SIER . IEBAELIRES A
W&,

SHECA $2 AL BB ¥ 7 [l 37 B AN J732:, @I AE S 1) 77 A AT UE 5 UE s 41 2 A1
EBELOIRAS W, XFME SRR A @ E 2B RS N —& 0. WEHKE RIS H %
J 55 %% |dap2.sheca.com b, w[f§i L T HBHATE . A8 R LUEE hitps 7K, £
https://www.sheca.com & FRFFIESS .

AL, SHECA 7E H: Xk (][5 2 17 B https://www.sheca.com/policy & AfIEH 5K IE . AiE
M55 7B AR NS

2.3 RZMEHEE N

SHECA % 4\ UIEZ3 SR S Hb i AR 5 S J5 K S B A A 2205 B EE

SHECA Z/DAE 24 /NI LA R AT — AT FHIEFR UEBRUEEZIE (CRL) |, B2 /bR =4~ H
RAT—IKT CAETS (Sub—CA Certificate) MIUEBHAHZIFR (ARL), BEERA—IKARIET
(Root-CA Certificate) FIFK, UISRMRUEFHERAS, IS E R S5 A A e E B .

2.4 [FREWIEHES

SHECA 1Z B EEAFF XA KA, AXFHE CPy CPS. WEF. HEFIRZAAE B A1 CRL (1917 1Al 3k
ATFR Y, SHECA fr B8 LB vy in) 32 il 18 it LA 138 = U7 i) PR BRI

T RCE B AGE O E PR A Hi%: (021) 36393100 1£#:(021)36393200
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SHECA WIE—&IB(E4T, EMANE

3. iR 5%5
31 3

3.1.1 ZFRREA

EVIER & RN FF4 X. 501 Bi%l44 (Distinguished Name, DN) Hi7E.
EV SSLIEfS. EV fURS%:4% (Code Signing) ilE-F5 iy 44 AN JUJ ML SR A 254 i SR 7 4% ]
CP il 5E FIA CPS A1, Jf HEA CA/ W Wi ds it (CA/Browser Forum) T www.cabforum.org
AT IHE B 5 JLER r IO EERAH— 8. EV SSLiEHS. EV ARH4544 (Code Signing) iEHH¥h
AL IEH % (common name, CN=) H%¥, Zdiouk A AN YW &84 Pl

IRl . BRI SIE A FRSE .
® EVIJTFERIA AT

e
LFRBE Tt BA AT
Country(C) ES3] &
FRMURENL 37 i i 2 18 X 44 FR
Organization(O) Name IR AR &
WA BT A AL AE IR 24 FR
Organization Unit(OU) B AR 4
State or Province (S): B, BHETSABX &
FRMLRENL I i BT #2948 41 X 3804 7R
Locality (L) W &
FRMLRENL 3 it BT 7E 38 1T 44 FR
Common Name (CN) FH DAARIRAIE F5 P 14 () 3= 44 (1) 44 R =
® X1 EV SSLiE+:, ARSI
® X} T EV Codesigning iEF, IAMES
GIRAEZY i
Business Category BIRAES 2

BFERE AL BURF SR, ik sefak,
e S . Hor

® FLEHLL (V1.0,Cause 5. (b)) FEK
VRTE N 3RAS AR SR AR TR
AN NI AN IS TS

® FURFSEAA V1. 0, Cause 5. (¢) F&EBUMHL
Ky Hlb

® 5V 2tk V1.0, Cause 5. (d) #EHKIETE
IS YN

® LS4k V1L 0, Cause 5. (e) E4t 4>
k. RIpEMHLSE

LT BFAE B E RO E R A A
WU NACEE 1717 S AEFR 3% 18 # 200080

Hi%: (021) 36393100 1£H.:(021)36393200
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SHECA WIE—&IB(E4T, EMANE

Jurisdiction Of Incorporation Locality T YR P LE 3 T 44 R =

Name

Jurisdiction Of Incorporation State Or Province ENVEREMIES . BEETEEBEXA | &

Name R

Jurisdiction Of Incorporation Country VEA A b T A [ 1 &

Name

Serial Number MUK 4 5 =
HEBUN EEH I RM RS, WA
FHRL G 5 (1), AT AU AL H A

Street Address MURE M 37 Fir btk o

postalCode BUREE 37 P S I i 4

® EVRoot iFPEHI AU

4 (DN) !
Country(C) C=CN
Organization(O) O=UniTrust

Common Name(CN)

CN= UCA Extented Validation root

® EVServer CAIFPBEiHZWT

4 (DND ViBe
Country(C) C=CN
Organization(O) O= UniTrust

Common Name(CN)

CN= SHECA RSA Extended Validation
Server CA

® EV Codesigning CA IE B Ei 544 4R

T4 (DND ]
Country(C) C=CN
Organization(O) O= UniTrust

Common Name(CN)

CN= SHECA RSA Extended Validation
Code Signing CA

3.1.2 Xtar 4 H B X HIER

WPEB RS BRI RR, N 2 6808 W A € IR MU DL T ZEARR
SR AL B A R AT B A, IR HORT DA R o AR TR 2 PR A 5 VR A LS A

RITE I ER

3.1.3 iT P HIE A By 44

I AR FFIE R I A SR VR T B A% BB A4, 3T P RS AS o VA FH B 42 A A4

LR T VAR PO R A 7]

WU NACEE 1717 S AEFR 3% 18 # 200080

Hi%: (021) 36393100 1£H.:(021)36393200
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i‘*‘j‘ SHECA AIF—f (S E, A
=£n

3.1.4 fEREAS A A 44 IR

PR ITU-T X. 520 S8 &M SURREAN[F dr 44 o

3.1.5 frZHIME—ME

VI B iy 44 7E UNTSH A5 AF380 A 46 A0 ME— 1R o 4B —NT 77 /] DL PO K B LB A5 [
— A EARE A HIEFS
SHECA 4 i A% FH i N SR A N S SC AR L 484 S PR e — 17k

3.1.6 fr& A4 HIAHE

SHECA AN HE fif il 1o Fpil Hh oS Tin B AU D W 54T, KAEMGEE, 1T B HAT A A EHL
M B 2 5B 11 B ek R
HE, HE AR ZIRA 2y, SHECA 44 18 46 i s 15 1) 75 Uk AT A 2

3.1.7 AR BIIR A . BRI A

FEAE 545 B B R ARy, F 5 N 1] SHECA $RAE R Ay It 7 T B SCAEE B, 3 o
BUORASRAHA NAZ YA N A SHECA K5 7 Ao 1 U1 Jg b A7 I AN o 2

SHECA 2 8 H13E N IR PR FR AL, HEAA AT Sk i bR S AR AU 55 .

UE S B NS LA H i 8 AR B A AN E =B 44 PR . SHECA A2 25 P ik 5
HITE A TE HE IE I A6 &8 A= AUE S, WA AT ST Mg bk DL Al 77 5K
R < P FR 5 HR P2 LA 23 1 T « SHECA A5 BUAS [R] 1 28 21 43 4 2 587 452 E (] I 45 H i &

3.2 e S B eI HRIA

3.2.1 IEEABE AR IE

EV IF 5 A BT AL 5 I A BH S HOnt B IR B P AT PR AR
UE A5 H i A AUIE R A 5 HAIE A 51 B R A B AR S FAEH , E R Y 7 VR R
PKCS#10. Ho& 5 A M BB bR IR 77k, B3 SHECA #4252 B H ek B 77 e

3.2.2 HLH 5 43 K1 £ 5]

SHECA X ALK 48 BV UEFS FRE AR SS o REALR B 03 0 S5 0 VB A% 157 CA/ WX e 2%
1% (CA/Browser Forum) i#id www. cabforum. org KA 48 e I EER . [EHF, #R3E Mozilla

ISUFFLTE (Mozilla Verification Requirements) HHRJAHICEESR, 24uFH HiEH S EbR
LT ECE B UGE O E RAF B35 (021) 36393100 fEH: (021)36393200
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;‘aﬂl SHECA NIE— &I 5 E, AR
i 4 (internationalized domain names, IDNs) B}, SHECA ¥fisk 4 =G N1 & 5347
Bk LA I A2 5 A7 AE IDNs A JE 5 9 (homographic spoofing) 479,

1. %R EsK

EV IEF R M EBUALG, ol S afr . o B DL LR34, X T H
T NS AFEAT AT S50 AR AIE -

® N AUMKIEAFAE

® il HE N ALY 44 PR — 2

® E P HIFE I N L ARSI AL

2.

kIR

(1) HLA SR HfA

o IRUEHANIMACHIE. TRIEIE . ARSI Sk AL S IE S A RIE
W SCA

® i A A = U il A A U7 SUIRAE LA A Bk RS B AR S R AR E B —
ES'

o RiLHLMZE T
Bk FL A S LA I 2 7 20
(2) UEBHIFE TN S HIA
e S OriE s IS N S e AT R
BAERAT L ALK AR AR
B UE LR X 28 Ip NI B R B SCAF
L AR SN N TTICR, AR 2 5 13 K3
(3) BAHHIA
® il “Whois” il )y sUIRIEA A N fE S

3.2.3 M A S HIER

BV AEB A SZA N HF .

3.2.4 344 KRN R4 5]

3.2.4.1 HRRIEHFN

WMFAEB AR, BT AEX B8 3 A B T REEAT 57 % 41, SHECA 75 Z250IE
FA VR & G BT R IE 15 B3 A B R, AR S8 F R 38 2 1A B R AR R3804 o BDSSERT,
SHECA 5 ZEHAT PA T AR -

1. XFF. onion Ik %, SHECA $E44% K IE1;
2. BRI —, BT AL ;
(1) HESEAZEMESEAEHE NREAZER N, HHIASHECAT $47 P R
E:

LT BFAE B E RO E R A A Hi%: (021) 36393100 1£#:(021)36393200
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SHECA WIE—&IB(E4T, EMANE

a) {%4MiBaseline Requirements % 73.2.2.1 or EV Guideline = 1711.2 K AT

TR [ S )

b) % HiBaseline Requirements {7 3.2.5 or EV Guideline F 1511.8H4T 1 H

HNREAEH RN B .
c)  MIEEFHEBRE13.3.3.4. 14T,

d) M2018F8H1H M, SHECAR S (48 A% 7k TIOUE, CIZILITEE R
(I IE AN B2 R AE T3 .

(2)  HEIERPE. AR SMSERERIERE — N EEHUE AR IR A RN, I Bl
HIZBENUE BRI, PLBS R H I A4 P AL, 42 BREE773.2.2.4.2
AT

(3) SRR NBERAE, B IR — B & B UE IR Ak 4
‘admin’,  ‘administrator’, ‘webmaster’, ’ hostmaster’ B ‘postmaster’
TENRI SN ERF 5 @, LAIRBUS AL N RERAGHEAE, JF52 248 i BEHLE R AR A
15, DABA L H G AR IE A ], 1%IBREET93.2.2.4. 4947

(4) B HN TN KR UES HE AR A B N 3842 42 1AL
SHECATR NI AL IR BRI H TG R RN, JFH#A: (1 A RAE
I8 44 RAIE 1 SRR L SEEUR AR IS, WHOISS & B I BB Sk 2 JE R K AR

o HZIEBRE73.2.2.4.58147
201848 H1H M, SHECAYHAS ILAE I ZINERHTIAE, T %58 i 5
EA RS RAEAS -

(5) TN B SO R 44 s, @S2 “/.well - known/pki - validation” H 3%,
He 17 SR ERBEHUE BCE AR SO B e 1977 e, 677 SN BR3.2.2.4.6 5k 1
AT 6

(6)  HECYDNSIHILHIIADNS CNAME. TXTEKCAAC S HA77E (B ALAE Bk 7 sk AY ,
PASE A3 4% B8 DL T Rl - 55 Sk (AR 28 A i 48 PR A B3 42 1) 7 =X, i =04 i
BR¥53.2.2.4.74 44T

(7> EE RN E R 4 FRIEDNS ABLAAAATL S A IR 5] (1 1Pk (1) 428 |
AN FR A AR 4 (i da ] . 4% EBREE 1Y 3.2.2.4.8HU4T

(8)  SHECAIHILTLS LA S I N AU A% R T8 — kR S IR e+ A

LT ECE B UGE O E RAF Hi%: (021) 36393100 1£#:(021)36393200
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mailto:‘postmaster’作为前缀加上符号@，以授权域名为尾缀的邮箱，并受到使用该随机值的确认回复，以确认其申请人对正是域名的控制，按照BR章节3.2.2.4.4执行。
mailto:‘postmaster’作为前缀加上符号@，以授权域名为尾缀的邮箱，并受到使用该随机值的确认回复，以确认其申请人对正是域名的控制，按照BR章节3.2.2.4.4执行。
mailto:‘postmaster’作为前缀加上符号@，以授权域名为尾缀的邮箱，并受到使用该随机值的确认回复，以确认其申请人对正是域名的控制，按照BR章节3.2.2.4.4执行。

i‘*} SHECA AIF—f (S E, A

HOEBAAAE, %IEBR®E173.2.2.4.94147
(9)  SHECAM T A by I AETLS_E NI Bk 4 FuE H b B S BENLE, %8

BRZ 173.2.2.4.1044T »
R T A B BEALE A RO 8 R AR BEH LE T U611 30 Ko
RESIE TV, B TP HihE (BR E=A5 3.2.2.4.8) BTSN B F@E AL B 4
IS3IE .

3.2.5 IP HihE AR A AL A

WRAE R ARy 1P ki, B T 7EXS FR U 1B A I TS T A R AT B A% 4b,  SHECA 5 22
% & SR AL P bbbl FIBGIE AR R, AR SHECA 3B 75 B2 1f11Z% 1P thhikyF: iR 25 LK Bk
FH ARG =T BURE S W, DR FEE R B A BUE % P Mk, BIISUERT, SHECA
T BEPAT LA NI

1 EﬁaiMZ IP Mk AN I 1P Hikik, SHECA FE4E NI 1P HibiE %5 % EV SSL iE+i;

IR F 77 R IRAE E AR 1P Mk 4 i

(1) B W I IR 4 2 T L2 1P Ml R 4 — B IR AR IR AT I R A

(2) 38 o H OB K OdhohE 4 B WL CIANA D B XOB9 HOBE WOV M R
(RIPE,APNIC,ARIN,AfriNIC,LACNIC) [{] IP 3k 73 Fit SC2F 6 AIE

GEEEHATIE [ 1P HubE AW S, LA 3.2.4 T AL B6IE 77 G E IR 1] (38047

3.2.6 HTFHRH ) B #%

2 10 A b 1k A9 4 DA E S 8 P 25 B UIE TR, SHECA X 12 IS Hb ik (1) A 80P 13047 1
N, FEE R S OO IR R A AL, R A § RS A AT UE R 2N email T, BAE
(e A% D IR0 R
1 HITE % 58 AR BOIE T B TE SROCAE a2 G I 380 IS4 bk D) B ) 1] 2 RS2l kR 32 B ATL
B, BENUEH RS ™E, IFHME—;
2 HVEE WO AT IF 5] A% BE WA AT R A
3 SHECA RGN B=1 4, IR a1 2 h M BEAUE 5 I8 BB HEAT LU, a5 R —30 WA
THBA A% I

FEWCAT N S AT B AR N S A EARATT SR TSR N, 7 A SR B ATLARL PR B A2 T DA B B2 %
1Ko AR BEALE B AR RITER, A ROHARGE I 30 K.

3.2.7 BIRIFERIHERFHE

SHECA 7£ 3 £ T — N BOHR YR 2 BT, 212 Bm I 0 T A st < S50 1 e sl 1 A R
K (P ORI BTN AT IR Al . B SHECA K525 FE LL R JULAN 7 T :
1 Bt rfE B A R
2 PZEHR IR AR, B AR R R BT
3 HRMIBERT, DL RS 1) H

LT ECE B UGE O E RAF Hi%: (021) 36393100 1£#:(021)36393200
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iﬁ SHECA AIF—f (S E, A
=£n

4 B A TF AT F A AT U [
5 it Bl OB (P HE R
ﬁ?Bmaﬁ%maﬁﬁﬁﬁhﬁwmAﬁﬁTW%ﬁﬁ&I#Mﬁﬂﬁ@%%CMmW

18 3% (CA/Browser Forum) & Ai 4™ FE 56 UEIE 1525 R ANE ##5 F5 (Guidel ines for the Issuance
and Management of Extended Validation (EV) Certificates) .

3.2.8 XARWILHKIITFPER

EV iEHHRE AT 15 BN REAT SR IE .

3.2.9 BAHHIA
AFAT — DA NFEFRHARR BN E T — WU, N3 T 00 R 56 AE
©® HIT S =7 B UrE I AR A5 B 2E . R AS UM R T8 K SO T SR Z AL
A
O HEITHLE. AP HBEAE R R ATIE B BT AR [R5 7 AR IEZ N 8 T R AL
DL AR RAT NBAZH LRI P AL

3.2.10 B #/ERN

AMEHFE o
3.3 BIEFBEKNIRIRE LR

3.3.1 BMEHEFHIRR S L5

Wt s ] 0 P R B 18 0, JF T e 26 S T AR ) DX B B 2 30, T R O B R B A
AR ORAR 5 28 H I 22 2k
EVAE 2T, 177 BEE IR 3. 2 R TAE A PINA T3k IR SR ASIE F HE .

3.3.2 M EEHAEZRRD 55
VTP R AT £ AR, IR 3. 2 [ F R G BV G
3.4 HEHEKRAIRIRSE5]

PAT PR BV IE PR TE RIS, SHECA 5 LARI GG vE M 95 NS R Be 2% 7 06 IE 3
T RCE B AGE O E PR A B35 (021) 36393100 1£#:(021)36393200
LT NdeEs 1717 SEAEFRT % 18 # 200080 https://www.sheca.com/ 22 71 737



iﬁ SHECA AIF—f (S E, A
=£n

HKo

4. EFA Ay FAHBRIEE K

4.1 EBERIF
4.1.1 IFFHFEERRRZH

PR AR N BB AN LIAE Y BV IEF HIE 15258

4.1.2 FEMEREN TTE

EV iE By MEAERF A& CA/ W #3835 (CA/Browser Forum) it www.cabforum.org % i
FRHE P 2R
FAG & N5 TR P . CP AR CPS &8 SCAF 21 I, ol & H A e Tk &
FHYEHEL BOR| L SCE AR LR B A DG N 25
FRA% & B[] SHECA 358 EV UIEF5 W18 38 SAH BRI SO, AT AR EIRE i & 4
g IR N2 .
HIE B E AT AR ATAVE AN, 724 PKCS#10 E 51/ 3R S0 3% 50 45 SHECA.

4.2 JEPERIFA

4.2.1 PATIRH 5 &5

(1) HUARERACE B 8ids & AL BV IR i, AN IR

(2) HIGFFRZUETHIER . S UEHMEL, ERARE X, =4 PKCS#10 iEih
SR FH B AL 45 SHECA

(3) SHECA %1 3.2 [RJHILE AT B 1 S5 0 AN IS I AR

(4) SHECA BRiE50E FHEH P28 B G MEHE , HRABISIEZS R e % . IE4Z S
BER H U 2 A 7R A AH DA R

(5) SHECA 452 Wi Ja Rk NiE H 48 K fRE

AL, M 2017 4E 9 HIT4G, SHECA fEIEBLERIIFE 4T CAA  (Certification Authority

Authorization) e &), FFIEHZICF AR,

SHECA TA R HJ CAA FricN: sheca.com, imtrust.cn, wwwtrust.cno

T BCTAE FAGE R A PR 2 ] Hi%: (021) 36393100 1£#:(021)36393200
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i‘*__}‘:‘l SHECA NF— 5813, MEatAn

4.2.2 FAEBFELIE T HF

e 4.2.1 RA S SR IAT G, WER A AN ESR, WALA SHECA C&fih#Eiziir
PR, HiEE RN SHECA 1 EVAERIT /s 75 IR E 246304 H i o

U SR A A A L AN B, B SHECA A N HEHE 1% H1 i B v XU 1, SHECA B
2% i,

SHECA MR % [ By e B L Biia 2 ) 7 BSORH OGHC BE L 07 53 I 48 22 4 S 55 I BURF LG 5528 =
T RATII 4 B, B FRAR A FF R TE 5% e 115 2., BT AR BV IR s R s A B3R,
TERSZ IR G RG2S WA RAG B M TFIR P I RIS N, SHECA $ B 440 4 I
T, BESRES AL R IE AR, BE &4 OREE DUIE B HAE B A 2 gk HBGE A H . X172
ZERWEVAET, e RIEsIR T S, — B RIEBFE NHIMESIERH, SHECA
A BUHES AR B BCR BOE AL A7 AR 2

X TR RL S B SO RT3 1 T B BT B 2% 1B A s B el e
ANFHEEHINN, SHECA A REEZA N K EVIEP. BhAh, e i Mo N A 32 Bk
AR, R e 5 BURF A SEBR ], SHECA A T2 S 50 eV iE B HiEHH .

4.2.3 AbEUEF B E A [E]

SHECA N.7E& PR HHIR A 7€ iiE 5 B AL BE .
4.3 IEEEXL

4.3.1 IEFERE cA BT A

CA NG AEUE ) BB P HE S5 A2 I 2 R AIEF . CA Dy HITE N AR ORISR [k 5 2 T HLAE
WEP HE R HE B B . B RUEBRRAERT & CA/M 2318 1x (CA/Browser Forum) @it
www.cabforum.org & A7 [ Fi e U EK

(1) 5 H BAT 4R PKCS#10 kg NHIIE RO, AT EED7 ik &2 45 CA

(2) CA BlEZ i KA Sk 5 B A

(3) DUERIEE 72544 2 J7 0, A PKCS#10 4% 20 R S 1 58 4k

(4) FAEERCAFH P ZREE R, 5 RiER PR 4 FRAH— 2

(5) Wik ww)E, RIZERIT PR+

(6) 25K 58 BT FIE K DABS 2 sl AE 4L 1 77 2 &0 7 1 s

SHF g CAIEB IR, N CA REUE H R J7 v AT 1 .

4.3.2 CA BHIIT PiEPER

SHECA 25 UEHSJa,  H LA 3 3 R 1)y s kil

LT ECE B UGE O E RAF Hi%: (021) 36393100 1£#:(021)36393200
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iﬁ SHECA AIF—f (S E, A
=£n

4.4 EBES

4.4.1 WREBEZKITA

FIME AN E SR

® EELIILS

® SO UEF B RHIE A o A AT R I

WPRWERE )G, BEAT B A

(1) FYAEFS NS HIE R — 2k

(2) KEiuE$5 i = e

(3) WEIEBNKAH, 255 PKCS#10 UEFiF KT i A E SAH

(4) LA cA UEF IR UEUES: 1A e & ikt

U RAEPAT LR R e I R IR AF 5 BTG I, BRI R SHECA S iZE+S, IR ELgT &
RIATUEP 2K -

R FENSCRI BT RS E e, AU L7870 1 M RS AR A E S R BURIAN 355, 4
RAFE WAL IE LR ZAE TS, SHECA N IZIES .

4.4.2 CA RAGiE+H

FITA W28 A HROAIE R R B A BIRT 231 U5 1) R4S J2 R

4.4.3 CA JBHN KA SEASE BRI R

AHORE -

4.5 FHAXFERER

4.5.1 1T P FAEHAIE B4 B

SAEF RS A PR BLRRAVEH R AR P 288 AT P SO R A5 ) T vl (] o A
FRE-BRFET PP CP A CPS (LE, I HAsZi Sk 5 i s B g i e 10t o 5 S A
A2

VTP BLARA H AL P8 S RSB HT, JF BAS P08 A S sl e+ . FABIANS
HBEAT VAR

4.5.2 HKITT AHMEHEH
RO SE AP 46 P, 1 524 R RO M 2% 8

T RCE B AGE O E PR A Hi%: (021) 36393100 1£#:(021)36393200
LT NdeEs 1717 SEAEFRT % 18 # 200080 https://www.sheca.com/ i 25 i 73



;‘ﬁ SHECA AIE—HEb (54T, JEat AT
N

UE A5 5 ZUAE A BRI ARE D B A6 o 17 1 2R B 5 B RO AR UE , IR A 7 06 20045 31
AR F 2 A B IRIE -
TEMCHFE TR, A7 06 U ST (AT DL P4 -
® O TARATRE E F AR UUE B M A, IF B e UE S I 2848 F A B CP Bk
A CPS ZE1E BRI, SHECA AT DTAE VAL IR+ & S o i H .
® EP R IRIE B A H Y I A S A
® ZIFBHPRE L FHAEBEE T A UE B IRAS o W SAEFEE AR AT — AN CA UE P Hi
B, AT ROBRST ) 25 AT P UE S I BT 2R A4 R T A AE % CAE B U A
i
VP S B UE TR B A A B IR M T R B R A B 2 AT
TR AR B e AR B AT RN AR A AR, AEAAIIE BB SR R o X SR AR R BE TS
BRI E BRI IE BRI A4 .
M 7 (EA5 36t SHECA 28R MUEHRT, /DEIAT DL NAE, RikoE £ B EB0ZIE .
(1) 3k15 SHECA [¥] EV Root iF+
(2) R uEFaE B A uE+ DL AT FHIE & 5B A E A BUH N
(3) KEIE PR TAIE BTG A BA %
(4) o A UEHEE b T A UIE S 2 7
(5) PUEB#HF T2 FMIE BN B AH, RIEAE T PR TE4
(6) KEEEVT kP2 75 Ay
WR EREAE AR BRI Bk, RN MO T SRAF BT I FAE B SHECA 25K, B 1%
IEB O, BEEZIE O, BOEBET 24 LRI IE, HOBUT A NIZE M
5.

4.6 EREH

UEFS BT AR AR AE A AR TS ) A PTRHABAEATIE B A S HE S, R KR A 2L
WO Y, TR IEnE .

4.6.1 iE P EHrHIE

SHECA A$2E EV 3iF 35 5 37 IR 55 o

4.6.2 ERFEHHISLIE

A&

4.6.3 ALFIEPEHIER

AEH
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iﬁ SHECA AIF—f (S E, A
=£n

4.6.4 BT P HFEHER

AEH

4.6.5 M EFUEBEZNITH
ANTEH

4.6.6 CA Xf B FiE 5 0K A7
ANTEH

4.6.7 CA BN H AR LAFIEF IR
A&EH

4.7 WEBHEAEH

UEP P B R AR R A SCRIE B PR S A B DU, T 7 A2 s iR 3 50 1
SHECA T2 A —TKHTIE TS

4.7.1 IEBHEHEFHIIEE

EPEHE RS 3. 3. 1 HE.

RS 5 PAE TS, AREHIEIE BT, RAgg 3. 2 WIus e R T His e
SER
4.7.2 BERIEPBEHE R SLAE

VI P A O A TAIE 15 2 8 W i sk

4.7.3 EIEFHEHAEFIE>

Z03. 3 M IS a A SR AT F P B S AR
ZH8 4.3 BIRLEXHIEF 3T K .

T RCE B AGE O E PR A Hi%: (021) 36393100 1£#:(021)36393200
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’fnl SHECA N —fEiB(E [, JEptAI

4.7.4 BHIT PEFEPHRER

[6] 4.3.2.
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ATICPA
ANS

CA

cC
CCITSE
CP

CPS
CRL

DN
FIPS

American Institute of Certified Public Accountants, Inc.
American National Standard

Certification Authority

Common Criteria

Common Criteria for Information Technology Security Evaluation
Certificate Policy

Certification Practice Statement

Certificate Revocation List

Distinguished Name

Federal Information Processing Standard

ISO/IEC the International Organization for Standardisation, The International

Electrotechnical Commission

ITSEC Information Technology Security Evaluation Criteria
LDAP Lightweight Directory Access Protocol
0CSP Online Certificates Status Protocol
0ID Object Identifier
OECD Organization for Economic Co—operation and Development
PMA Policy Management Authority
PIN Personal Identification number
PKCS Public Key Cryptography Standard
PKI Public Key Infrastructure
RA Registration Authority
RCA Root Certification Authority
RSA Rivest, Shamir, Adleman (encryption algorithm)
TCSEC Trusted Computer System Evaluation Criteria
URL Universal Resources Location
SSL Secure Socket Layer
EV Extended Validation
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1. #2CA (Root CA Certificate) iF$

Root CAIIEFi#1EX.509 v3#% 3.
(a) EA[RH#| basicConstraints
A V3 ACAIE B L FAFAEAY &, I HLbric AN . CAI (CA field) HIMELS
BAN “True” , I HAGFERRZE K REIH (pathLenConstraint) .
(b) 4 Hi& keyUsage
P B VIIRACAIE T M AAFAEAY &, I H A ibric N8 . %201 E CertSign {7 Al
cRLSignfi, AT HEM AR HE .
() IFHEmE certificatePolicies
Y RIIAAFELE o
(d) ¥ EFHHZ extendedKeyUsage
Y RIAAFELE o
B Hee s ey R I i & 754 RFC 5280,
2. FCA (Subordinate CA Certificate) iF+$

(a) EHEHE certificatePolicies

RY JRTAFTE, 5 H AU AR . SRS AR IR I B LU0 SHECAKIUNTSH EV 5
FIFR IR o
(b) IEHHAFIR K cRLDistributionPoint

AEARY R, HHBIUEAERER) . P RIS T SHECAK AT CRLARS (IHTTPHLI:
URL.
(¢c) HHME B authoritylnformationAccess

Ry RN AFTE, FHHREHEN . B & OCSPIE B fHT TPHIHEURL .
(d) EAR#| basicConstraints

KRY JRLIAFEAE, HHLIRRICAFKEN . CAIK (CA field) HIEXZIE N “True” , AL
FEME K E R $) (pathLenConstraint) .
(e) H4#H& keyUsage

WIRAEAEARY JE, IF B Fhric N . 40 B CertSign 7 AICcRLSignfz, FifHe
PLIIA LB
BT BRI S R T % B 77 & RFC 5280.
3. WT/EF (Subscriber Certificate)

(a) IFHEmE certificatePolicies
AY WL AL, FFH N 2R AR REER . SRR FR IR B E LA SHECARIUNTSH EV
WG FIARRAT o
certificatePolicies:policyldentifier (Required)
EV policy OID
certificatePolicies:policyQualifiers:policyQualifierld (Required)
id-qt 2 [RFC 5280]
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certificatePolicies:policyQualifiers:qualifier (Required)
URI to the Certificate Practice Statement

(b) {EH#HHFIRS KA cRLDistributionPoint
WEAY I, JF HRARRER . 2y RIS 7 SHECAK AT CRLAR S5 HTTPHhEURL :
(c) HHME B authoritylnformationAccess
BEARY R, JFHRAEREN . NS OCSPHI R (THT TPt URL .
(d) EAR#| basicConstraints (optional)
If present, the CA field MUST be set false.
(e) #E4IH#& keyUsage (optional)
A R RARTE, WA B CertSign and cRLSign 7.
() RFEHMHE extKeyUsage
id-kp-serverAuth [RFC5280]. d-kp-clientAuth [RFC5280]%% 2 — B & 3R P & ) {f 44
OFAE, FEAEABAFFE
Either the value id-kp-serverAuth [RFC5280] or id-kp-clientAuth [RFC5280] or both values
MUST be present. Other values SHOULD NOT be present.
(@) EHEEBHRALZFR SubjectAltName
RHERFC 528035 78, I HCH 1 i B HFALSE.
BT BB S T FE T ¥ B A7 & RFC 5280.

T HAIERER AR A A Hiif: (021) 36393100 1£7.:(021)36393200
Y Ae 1717 SREAEERT % 18 £ 200080 https://www.sheca.com/ 71 W 737



	1. 导言 
	1.1概述 
	1.1.1UNTSH架构
	1.1.2UNTSH  EV证书层次架构
	1.1.3UNTSH EV证书任等级

	1.2文档名称和标识 
	1.3 参与者及适用范围
	1.3.1  证书管理中心 （CA）
	1.3.2  注册机构（RA）
	1.3.3 订户
	1.3.4 依赖方 
	1.3.5 其他参与方

	1.4 证书用途 
	1.4.1 适用范围 
	1.4.2 禁止使用的情形 

	1.5 策略管理 
	1.5.1 策略文档管理机构
	1.5.2 联系人
	1.5.3CPS批准人
	1.5.4 CPS批准程序

	1.6定义与缩写

	2. 发布和信息库责任
	2.1 信息库 
	2.2 认证信息发布 
	2.3 发布时间或频率
	2.4 信息库访问控制 

	3. 身份标识与鉴别 
	3.1  命名
	3.1.1名称类型
	3.1.2对命名有意义的要求
	3.1.3订户的匿名或伪名 
	3.1.4 解释不同命名的规则
	3.1.5 命名的唯一性
	3.1.6 命名纠纷的处理
	3.1.7商标的识别、鉴别和角色 

	3.2初始身份的确认 
	3.2.1 证明拥有私钥的方法
	3.2.2机构身份的鉴别 
	3.2.3个人身份的鉴别 
	3.2.4域名的确认和鉴别
	3.2.5 IP地址的确认和鉴别
	3.2.6电子邮件的审核
	3.2.7 数据源的准确性
	3.2.8 没有验证的订户信息
	3.2.9 授权的确认 
	3.2.10 互操作原则 

	3.3密钥更新请求的标识与鉴别 
	3.3.1常规密钥更新的标识与鉴别 
	3.3.2撤销后密钥更替的识别与鉴别 

	3.4 撤销请求的标识与鉴别 

	4. 证书生命周期操作要求 
	4.1证书申请 
	4.1.1 证书申请请求提交者 
	4.1.2注册过程和责任 

	4.2证书申请处理
	4.2.1 执行识别与鉴别 
	4.2.2 批准或拒绝证书申请 
	4.2.3 处理证书申请的时间 

	4.3 证书签发 
	4.3.1证书签发期间CA的行为 
	4.3.2 CA通知订户证书签发 

	4.4  证书接受
	4.4.1 构成证书接受的行为 
	4.4.2 CA发布证书 
	4.4.3 CA通知其他实体证书的签发 

	4.5 密钥对和证书使用 
	4.5.1 订户私钥和证书使用 
	4.5.2 依赖方公钥和证书使用 

	4.6 证书更新 
	4.6.1证书更新的情形 
	4.6.2 要求更新的实体
	4.6.3处理证书更新请求 
	4.6.4通知订户新证书签发 
	4.6.5构成更新证书接受的行为 
	4.6.6 CA对更新证书的发布 
	4.6.7 CA通知其他实体证书的签发 

	4.7 证书密钥更新 
	4.7.1 证书密钥更新的情形 
	4.7.2要求证书密钥更新的实体 
	4.7.3 处理证书密钥更新请求 
	4.7.4 通知订户新证书的签发 
	4.7.5 构成密钥更新证书接受的行为 
	4.7.6 CA对密钥更新证书的发布 
	4.7.7 CA通知其他实体证书的签发 

	4.8 证书变更 
	4.8.1 证书变更的情形 
	4.8.2 要求证书变更
	4.8.3 处理证书变更请求 
	4.8.4 通知订户新证书的签发 
	4.8.5 构成变更证书接受的行为 
	4.8.6 CA对变更证书的发布 
	4.8.7 CA通知其他实体证书的签发 

	4.9 证书撤销和挂起 
	4.9.1 证书撤销的情形
	 4.9.1.1 订户证书撤销的情形
	4.9.1.2 中级CA根证书撤销的情形

	4.9.2 要求证书撤销的实体 
	4.9.3 证书撤销请求的处理程序 
	4.9.4 问题报告和处理机制
	4.9.5 撤销请求的宽限期 
	4.9.6 CA必须处理撤销请求的时间
	4.9.7 依赖方检查撤销的规定 
	4.9.8 CRL签发频率 
	4.9.9 CRL最大滞后时间 
	4.9.10 在线撤销/状态检查的可用性 
	4.9.11 在线撤销检查的要求
	4.9.12 撤销公告可获得的其他方式 
	4.9.13 密钥损害的特殊要求 
	4.9.14 证书挂起的情形 
	4.9.15 谁能要求挂起 
	4.9.16 挂起请求的程序 
	4.9.17 挂起的期限

	4.10 证书状态服务 
	4.10.1 操作特征 
	4.10.2 服务的可用性 
	4.10.3 可选功能 

	4.11终止服务
	4.12 密钥托管和恢复 
	4.12.1 密钥托管和恢复的策略与实施 
	4.12.2 会话密钥封装和恢复的策略与实施 


	5. 设施、管理和运作控制 
	5.1 物理控制
	5.1.1 场所位置与建筑 
	5.1.2 物理访问 
	5.1.3 电力和空调 
	5.1.4 防水措施 
	5.1.5 火灾预防与保护
	5.1.6 介质存储 
	5.1.7 废物处理 
	5.1.8 异地备份 

	5.2 过程控制（流程控制、过程控制） 
	5.2.1 可信角色 
	5.2.2 每项任务所需的人数 
	5.2.3 每个角色的识别和鉴别 
	5.2.4 需要职责分割的角色 

	5.3 人员控制 
	5.3.1 资格、经历和清白要求 
	5.3.2 背景调查程序 
	5.3.3 培训要求 
	5.3.4 再培训的频率和要求 
	5.3.5 工作轮换的频率和顺序 
	5.3.6 未授权行为的处罚 
	5.3.7  独立合约人的要求 
	5.3.8 提供给人员的文件 

	5.4 审计记录程序 
	5.4.1 事件记录的类型 
	5.4.2 处理日志的频率 
	5.4.3 审计日志的保留期限 
	5.4.4 审计日志的保护 
	5.4.5 审计日志的备份程序 
	5.4.6 审计收集系统
	5.4.7 事件引发主体的通知 
	5.4.8 脆弱性评估 

	5.5 记录归档 
	5.5.1 记录归档的类型 
	5.5.2 归档的保留期限 
	5.5.3 归档的保护 
	5.5.4 归档备份程序 
	5.5.5 记录的时间戳要求 
	5.5.6 归档收集系统 
	5.5.7 获得和验证归档信息的程序 

	5.6 密钥变更 
	5.7 损害灾难恢复 
	5.7.1  事故和损害处理程序
	5.7.2 计算资源、软件、数据被损坏 
	5.7.3 实体私钥损害处理程序 
	5.7.4 灾难后的业务存续能力 

	5.8  CA或RA的终止
	5.9 数据安全

	6. 技术安全控制  
	6.1 密钥对生成和安装 
	6.1.1 密钥对生成 
	6.1.2 私钥分发给订户 
	6.1.3 公钥分发给证书签发者 
	6.1.4 CA公钥分发给依赖方 
	6.1.5密钥长度
	6.1.6 公钥参数的生成和质量检查 
	6.1.7 密钥使用目的

	6.2 私钥保护和密码模块工程控制 
	6.2.1 密码模块标准和控制 
	6.2.2 私钥多人控制（m选n） 
	6.2.3私钥托管
	6.2.4 私钥备份 
	6.2.5 私钥归档 
	6.2.6 私钥导入或导出密码模块 
	6.2.7 私钥在密码模块中的存储 
	6.2.8 激活私钥的方法 
	6.2.9 解除私钥激活状态的方法 
	6.2.10 销毁私钥的方法

	6.3 密钥对管理的其他方面 
	6.3.1 公钥归档 
	6.3.2 证书操作期和密钥对使用期 

	6.4 激活数据 
	6.4.1 激活数据的生成和安装 
	6.4.2 激活数据保护 
	6.4.3 激活数据的其它方面 

	6.5 计算机安全控制 
	6.5.1 特殊的计算机安全技术要求 
	6.5.2 计算机安全评估 

	6.6 生命周期技术控制 
	6.6.1 系统开发控制
	6.6.2 安全管理控制 
	6.6.3 生命周期安全控制 

	6.7 网络安全控制 
	6.8 时间戳 

	7. 证书、CRL和OCSP格式 
	7.1 证书描述
	7.1.1 版本号 
	7.1.2 证书扩展项
	7.1.3 密钥算法对象标识符 
	7.1.4 命名形式 
	7.1.5  命名限制
	7.1.6 证书策略对象标识符 
	7.1.7 策略限制扩展项的使用
	7.1.8  策略限定符的语法和语义 
	7.1.9 关键证书策略扩展项的处理语义 

	7.2  CRL描述 
	7.2.1 版本号 
	7.2.2 CRL和CRL扩展项 

	7.3  OCSP描述 
	7.3.1 版本号
	7.3.2  OCSP扩展项 


	8.审计和其它评估 
	8.1 评估的频率或情形 
	8.2 评估者的资质 
	8.3 评估者和被评估者的关系
	8.4评估内容
	8.5 对不足采取的行动 
	8.6 评估结果沟通 

	9. 其它事项和法律事务 
	9.1费用 
	9.1.1 证书签发和更新费用 
	9.1.2 证书查询费用 
	9.1.3 撤销和状态信息查询费用 
	9.1.4 其他服务费用 
	9.1.5 退款策略 

	9.2 财务责任 
	9.2.1 赔偿责任
	9.2.2 其他财产 
	9.2.3 对终端实体及依赖方的保险或担保范围 

	9.3 业务信息保密 
	9.3.1保密信息范围 
	9.3.2 不在保密范围的信息 
	9.3.3 保护保密信息的责任 

	9.4 个人信息隐私保护 
	9.4.1 隐私保护计划 
	9.4.2 被视为隐私的信息 
	9.4.3 不被视为隐私的信息 
	9.4.4 保护隐私信息的责任 
	9.4.5 使用隐私信息的告知和同意 
	9.4.6 依法律或行政程序的披露 
	9.4.7 其它信息披露情形 

	9.5 知识产权 
	9.6 陈述与担保 
	9.6.1  关于EV证书的陈述和担保
	9.6.2 CA的陈述和担保 
	9.6.3 RA的陈述和担保 
	9.6.4 订户的陈述和担保 
	9.6.5 依赖方的陈述和担保 
	9.6.6 其他参与方的陈述和担保 

	9.7 担保免责 
	9.8 有限责任 
	9.9 赔偿 
	9.10 有效期和终止 
	9.10.1 有效期 
	9.10.2 终止 
	9.10.3 终止的效果和存续 

	9.11 对各参与方的个别通知和沟通 
	9.12 修订 
	9.12.1修订程序
	9.12.2 通知机制和期限 
	9.12.3 必须修改的情形
	9.12.4对象标识符变更

	9.13 争议解决条款 
	9.14管辖法律 
	9.15 与适用法律的符合性 
	9.16 其它条款 
	9.16.1 完整协议 
	9.16.2 转让
	9.16.3 可分割性 
	9.16.4 强制执行 
	9.16.5  不可抗力

	9.17其它条款

	附录A 定义和名词解释
	附录B名词与缩写
	EV证书所需证书扩展项

