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5.8 IMESKMEIRSE
N TSRS RAT , S ERER AP BRGNS | SHECA $HTT AT REOIREAR
MR, LURTHSER B S AR S,

5.8.1 FEHIIMBLIERERF

SHECA BEIRE , REBEMNEBERRA. HENIRERAHRMIERRSS. THRBIA. BIEFERENS
BISEEAATUIEMKIE , SHECA ISERRIMEME T KISCHEIRE. BIAMR SHECA REERETHIIRE.

5.8.2 HHESIR. TI4H/EEIRRIIRIA
SNERGEEERIRE. SEREEEEO LTSRS , AUIESHECA MRGEHSIRSIRET
IRERGIEE IR | S SIEAIAE | TRIWEIRE , ANERAEBEREREE.

S RS EFARELHS S HIUREAT , AILURAR SHECA MRGEH SIS , oS HEtHaELL
PABRIEHIMFRIROAERS: , B KGR,

SHECA NERRFTRIKENIE  IRLEE 6 NHATHKEEE | FEEHNSEUIRRSAEHT , NN
B S MHE |, 7 24 NNFRIREIEBRS.

5.8.3 SHECARAHIRFNIERERF

SHECA RURFATRIHIMRER. 1Bk, MEE. WiR. WEN , EBWE=ETIBISUSHT , SHECA % :

1. SREBEFNERSEEDAENEMBAEERR LOR , BINSIEEA ARSI AH#ITES | X
BUEIEARIER PR AZIRK.

2. MEMREERTECEWESARES , B CRL 1 OCSP 58 , #HEBITFPFki &8, [EAT SHECA SZ8D
ERFTAIEIAYS |, FEEARFTAIRIES.

3. FHEMRIERERLIG BRI XTIEBERINE  EFER TRERITRIREF CAIES.

4. SHECA SRETRIEBEERLUS | BSIENET SHECA (ERE. BRRSES. HTTP S TA.

SHECA B9F CA RUFASBHHINIER., MHEE. R, AN  EBNB=ET RS , %

1. 37BPE) SHECA #HTIORAERGFAVEAXIFIEREXK , [ SHECA BRISERFAGIES.

2. SHECA MEIEBE-FNERSEEDREMEMMBFEERR NCR  BUNSHIEE AT AT TE
& REUEERIERFPRSEAZIRE,

3. MBMEERTERIZT CA ERAGIES , EHOCSP ER , HHEHBITRFHKES &=,

4. FHF CAIEBERLE | IR XTIERERIIAE  EFRERITAIES.

5. FROEBERLE  BUENEY SHECA ERE. BRIRSER. HTTP A TR,

IERITFAGFARIHINER. HEE. W, WEN  EBWE=ETRNEER | ITFPMZRRAE fHIE |

BESCHIBIERRE | RS REHANES.

5.84 KRR SSIESERE

AT ERBTRARMEEHINEWSSSIR , SHECA $IT 7 —E5eEAMSSIE TR | FEsr THENAIRIR
WENERS  NHRHZEMTENENRE. BIEFEE. IERMAPER. WSBRIENTBHIRMEIREN
% EEANECERRESEBNR ST | &3 7 SNRFEHUL.
SUREFHHOFPNELSRERS  RIEFEEFEREDFFRIRIMERS LI ISF0 | FHRIESE
PRIERAIRM |, RETEFIRETTRIFIRERES G | FAREFENAIIELER. NMRIEELHRSFERER |,
SHECA INIERZRREBIERS 24 INFLIRKER T THIRSRMA | NTTERLRZEIER/\.
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5.9 B FIAIEBRSHIEEGEMIERIZLLE
W SHECA EIAHILILEE |, SHECA SHRIMEXIEEIE , MR TNERSEEM RS  HRRLE
FRRRHTIRE , OFF
L (R AAEMOMRIRAT , eI, ISR aE SR TEs,
2. TS,
. REFFEINERSIESEERN , BIEEL. APER. RIS,
. CP/CPs. MRV,
. BUIEXEERS.
. ERRGIREA,

25 SHECA EAGEBIRSHISERER LIRSS , SHECA SRR EHE TAEXIMANEE XS EEEEM
HhsRIn, FHERIEIRSSRT , SHECA SIZfRS RA RIS EIMAMER XSS RZEEMEMEIL

6 INERGFRAZ =
6.1 EIRXIRIEMANZ S

FIANREFESTEBIRRE | AERT THRNARE | BREANETE. EX RRFESREM.
TR AR EIAE,

6.1.1 ZEARIAVERK
1. SHECA E={RTHEZANFE

SHECA RURZAYS R HEREMEES MUEFTIANREEMD. Bal, SHECA RWATERDINEN 2R
B FIPS140-2 tRtE , EEINIEHSEREHEIFEIONENER , FEBDIE R FIPS140-2 fREREXNE.
S PIREAHERVERINEAR  ERREN. BRERMEIERRIPSSEERE FIPS140-2 RIEK,
BT FIPS140-2 #REFIFREREREES MATHIFNE | B8 TERmErSHEEER , Fit,
SHECA TEIFINEIRERT , (NS[R FIPS140-2 fREMNEK , REERZREEBCRITIRNE FISRIEER |
BURSRIRE BiRHaIEN.

4Rk SHECA RZTRNIRTS , W/EHET 3 (MRYESTIRINEZRERMIBM AR , BRIR(FEEINZE
SZIEXS, HUALERESTHARZARE | MERREINENRERER. (HAIFFARERATRFEREN
EAAERET | SoR/RSEREE | FABRIEAAN S E B RISV RIS,

2, FREBF CA BZSAXIIIERL

EMHHEBRF CA BZEXIEIRE SHECA BESS SHECA ETHEAWUIMNAIINS CA SrhlEFI , B
SHECA EHEBRERERAIPRIRER, FHHERF CA BRRERS FIPS140-2 tf | BAXIAIAEREK
5 SHECA {REZR—H. YiEEY 3 URNEESIRIIZAEEMRIEARRRIRE.

3. TPERERNIAIERN
UAEBNERERN B S ERZREENENEGR &R ( Hardware Security Module LI EFR HSM )
4R, HREERERSER2ASE, SHECATERA, WEREMEE L | BELE 7 22REEHE.

4, VTP IR
INEEAXS AN EREZREIENWIERL , RSN TUEE.

6.1.2 FATRIEELEITF
ITPRYSEEIATIEZRS R (HSM ) ERHRE,

6.1.3 RPEEGIERBERIE
EMTRLUAER SHECA BBERERN , ZERERNNAR , SERTALEEE. APSERENEE

AR FE LA R A A HiE: (021) 36393100 A& : (021) 36393200
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STEMRIRF | FFRBT R e SR T TER.
IFRERKMIIHEISHER | BRBFEIMEREMRIRF | FRUZ SR SRS TER.

6.1.4 EFNERSHTIABIEIEEGHKETS

SHECA HINAEE7H SHECA BERAIR CA IEBH , Bidkih http://www.sheca.com i##17&7h. SHECA
SHHELABR AT SHECA BIRuL TG TUEE A , LMEEBIT PR EaEr,

L5, CA RSB NSRRRNET ST, M (a0 S/MIME ) B RIBD R .

6.1.5 ZEHIKE

SHECA SEHEBARTFIEFHI RSA BHBIKEER 9 RSA2048 Ikl b , SRF SM2 EERIEAYIR /9 256 {3,
SHECA SRR RSA4096 {38f SM2 Ei%EfY 256 i,

MREFEEZN. BUTEETWISNERKEBERINSEAEK , SHECA BaZEBM,

6.1.6 RNIPSHHEMFRENRE
SRR N O AT NIEN R B A PR AR REA ORI, SHECA %28
EIARIEAGEMBINY, BESCARETEBNRSSAER,

MTEHRENEE , AFAETEREBEEEIHETTRIINIEIREHT , fININE. INE-R. USB
Key. IC R%. SHECA ZARGANXIRERENIMNN. FEFCEERTEBHNREFRER,

6.1.7 ZRFERER

SHECAZSRAGIERREX509 VIhRA | IEBAEE TERART Rl REEAIEPIIEHERERY RIS T A
& | IERT PR ARz SRR PR e R,

FTERSRRYER | BB STERIAbE.
SHEBITPRSERALRTRMZ 2RSS | SSSMNE ARHIEENEMS  ATEERS
IR F SRR F R B .

6.2 FATRIRIFAIEZRSR TiZH]

6.2.1 FEERSEEHRERERIEE

CA TSRS S R L ERIBEN AT R | HE0. Y. BEIMERL B AEREIbE
EX,

AR RS S B E R S RS, HEBIRESE -

1, AR © ATLAERLA9G(IRI2048(TRIRSATHR , ETLAERSTIRITREA (BERH ) . HYIEURRERYE
SoREHUER | LERUETBRRER,

2. TS | AL RIORSATBRIBISE. BRI  IEE T AENEE.

3. IPRER : LM ERRMRMER  AREER. BERLERAT. STEROSKADEMIRNE
AN,

4. ERED | TLUREFRE | ERESRIER MEENINZRS SRNERSERERHTINEESEHEIE
ittt TR ERTAS N EEEL SHENINZRS 2 .

5. A= | R LUREINIZIREAIRSAZIENIRY | IZZAXI I,

6. SRABRE{HAYIIRIRFSRREH SR =80 R TR AL,

7. {ERICRRZFPIN , MEERRIHRMERSMNBIICOSRHTR , OSKADENBRIEAEIETE,

8. BFImENEEBENINERSHRE T SERNFEEFEY , BFEREASEY , FRIERASH
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9. BRFUNEBRRFEBFEMETHT , ERRREFRITLE | RARFERLEg UET | R
HIEHE N R,

6.2.2 FATHHIZ AIZH

1. SHECARFBZ AI=HISRIRSENE. . FLEEFAR (mikn ) .

SHECARIFASBRFIZ AIZHIRISRRE ( BPn out of miEHE , m>n, n>=3 ), BRERABAES  FEEL=AG=
AN RSB A RS RIS AE AN EFER. SHECARGERA F BT THERZR NS , SRk it
170RE). EERPRMZHEIEAR , DEFESEIEN—RER. FMEHRABIEXINER | AINEHICR. /P
PINRE | HRIHARRIEEA RIS,

2, TTFERRRAARAFREERE 2 ARIR

WPIEBAGFABRAE I R etERt | ETFBI R ERERE. FCARIERM L RBFFRSSFARAIR
£, LASGFATRtHER. AR, ERTHEEHRAUER.

HFMARSE AR , FCAESS—ATEISAISHECA,

6.2.3 FATRITE

INEFARRIRIF. B, 7M. B0, FTES A LEEREEPO (KM) BRIHTHCEFRE. BTFHMHES
BT FIERRASBEERERIEER | ITPIERFARERER LSRR,

6.24 FATHED

ATRIEWSIFEETR | INEWOL/REIEECAFMBRYED | LIS TIERSIRME, FARSEHLINEAZRFE
BEEIERIR T | TRAECATATRRVETSRRNAF56.2. IAVESK, CARABEHIZIEMIEHEISRIRPERF56.2. 6A9E
XK.

MTFTFESIES | NREFABERE ISR T | TR TED | SORMBRERAOSRP
SERUREES | BRI EHESEGHEE.

SEFTFIREIES |, TSI RFAREERERESR | T TED.

6.2.5 FATHIFE

SHECARSRMRER TN S IRARF SR EIBIERT | TTFRARASH T3,

6.2.6 FAHSAESHERDERER

SHECARIFATR , FASAURIRSHECAERVTEFFIRIRIHI TSR |, FRILZIMIUTASANSHEBEE AT, &
CA BRNEINEIBIMIREISER i, LINEaIaERRZ A&k | FREEENEHTE0ES] , L
PrLECA FATRROER. #E5. 122 IHRANATHES. IHRINAYER.

SHECARRAHT FRASE MR ZRRRNSHAITIE | BASIFALTERLE,

6.2.7 FAHEEBRRPEEFE

SHECASSHIEREREREREESN MUEFNATNEIDIRE R ESERE TAIEEMNE | IEEERERPE
ERIRASE | ERLARESCRIRZZURTT.

W IERRFARER TE R RRISSL.

6.2.8 EERAHIIIE
RSB HBRIER , HAHELT. SHECAWTAIEHTRANSRSRG , ERESIRRIEe 2 205 El,
PRET= MBI RSEIRE | ZEHTHE, REBOEAAR , ERTLH TS ERE TR,
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6.2.9 FERFAHBELEINSHISIA

— EFABIEE | AR , MARERTIERE. [ERLAANERLSS  FABERIEE
REGHTRIME , MRBBHTEORME | BEBRIHTHE,
SHECARRISTASRIBRSHUSRUIEE, MR, BFFOM/ Bl , Sals. REBREHIAR , &7
AU TR,

6.2.10 HEREHNGE

SHECARIFAIRER | S STARIEN I ARESE MRS | MESELIEs, FE , e
FHEMBOPING, 1CF, SIS OLTRHRERE. TR R SOILERE,
FHERT AT KSR EEER,
EEHRTHRNEERERSEESNSHINEICRER , BHEBEREF , WTHRERNRE
BELH N EBRFRIES.

6.2.11 FERSHERAYIHG

SHECAEREREZBEEN MUEMFIREE M  EXEMMINSRNE. T, 1SR, THNERE
BERER, RIESHECARI4ERE. TIFEER. A BRRSHEITHYE  IHEFEMER,

6.2.12 ZiRAIEH

EF
6.2.13 ZHAYER
EF

6.3 FIAXIEEAVEMSHE

6.3.1 LEIPE
TR A SIERPIIAT | B CA JUSERIF,

6.3.2 IEH R FHAFOEE tAX {2 FIHARR
WHESEANEMBSERERIRE | RN SR BRI R TEFES , &
MR SR —EL,

ESMERERREAIENE— ., MPTAES , SRRRCRET3E, WFCAES , BRIOEHS
IS 304,

UEPEER XS ER 1< SEFHAR UEPERIEREE
FRIES ( 2018FEZRIRE ) 305 304

RIEP ( 2018FEZ2 /L) 254 258

FhZk CAIFH 254 254

s FASBRRIERNER

iTFIER 3%

NGRS
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RYTEJREIET 15°H 1351°H
OCSPIEFH 129°H 121°H

6.4 BLEEURE
6.4.1 FELREIERITEMTIE

CAFATRRURNEETE | LRI T RS AR D BRI EIRNARESK | IS TER. DRMIER.

6.4.2 FLEEHEHILRIF

T CA FATRRUBLEEIRE | WS HEEERRI SN S EEARRNAEAREE  MEZEARLMR
FFEERE D EIRVEK.,

6.4.3 FELEEUERIEMETSE

HRAERUESUE AR ENRIZHER | R eI REF 2T a5, HESANER | HRNERET
RBETHRARER. NREENEREREAEAURIEO RS | LLICRE OSHERTUD AT,

6.5 IR Z e
6.5.1 455BIRIENZERAENK

SHECA INERZRIERZEERE , RRERFNEER TN (EBANERRZRREBXZERARE).
T SESHEARR (BHALRSEENE) , 288 1S017799 ERLZSINEELUREEEXNERRE
tf , HEHSE. TENZSEERBNGEE  [HEEPFLALHE. FEMIcR.

o  FENRERATIEHIEEEE

o BMRBIFNIIFETE

o KRS EFEURES

o REWATE

o  BHEHIRFINRERF

o  ARERZESW , WCATIFREHTHE | EUREDERIZEHHE

o REMRFERIEH

o SKEFDIRENH

o PAENZEEEE

o (SRMEEINEAH

BRI eEHFR R CA IR HNRRRREAIENRS | AZEREENAAE, L
Hb INEHWEN QA8 TFERIGEARGENERRS S | —RONBRAFEERRSSR LRBKF. %
DERFVIMESHCRFYIENE | £ R A SEMRRZIERE.

6.5.2 IHENZETE

SHECA RRNIBIS RS , B TEREZREER. TEERERRENTHL. EEhHERRE T OFR
FMRYEXRIHE. HEFAIL

6.6 “ErpARR AT
6.6.1 REFFRIEH
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SHECA MFFREHIEIFTEAREE, FANERLEE, FRMITAHS. ERTENTRTIES R
HIT=RAEHETAM. B, SRESR, TR RTBEEUTEN :
B= SRR
REREH AT
R , SHECA SRTHIRIRMFTANGE , SEERIERITE , LTS HT IR A,

6.6.2 TEEIEEF

SHECA AERFREEREERE , FHRERERERIM. EREHEERFIEMINEGXEITEEN M
SHECA L2 ETRRIGHITIRE,

SHECA INERFAYEFEAETEREHIERE | FRENRSEREIT ™SO A #HT6ER | (HTiEFFt
RCRERFRHTIRAES. IhEEMRANER. SHECA BANERGH TR IAELRA e B,
SHECA PSR EIRAZRIEHIFSINARIEE | LABILEREANER,

EHREMREE LR, SHTZEMANE  ARRBIREREMANRE , REFAREREE. NERSE
RIS | RN SEENET |, BT, LR,

SHECA INIERFRFBERIMEHRETIRIG | RINREEH TR | SSARRSEIMAE SR
ISR,

6.6.3 “EapfiRNZeiH

FHRRE.

6.7 MR EI=H

SHECANER ARSI KR IREEHRANIT | FERBpHasIA,
INERGRIFHRSEIES, EMERSIEORETRE , (PR RE,

NTHERERS | SHECANERGREDETIE, AR, RLFf. HEIORG , HERAER
Pk, NN, RLE, FEEIORAMNA , USRI ER RSN,

6.8 AElEL
INERGHOSHRAERS. BFOSEMEERNRIRR, X R RER AR T EBOs

IR,
7 IEPIER
7.1 iFB

SHECAGERAIERIFME | FFEEFERIMENERK , FRBMREITU-T X.509 V3 (1997) : EERA—FFH
RAHE - B INFEZR (1997468 ) #AFIRFC 5280: Internet X.509 ANMBEAISHEIFBFICRLEM
(200858 ) .

711 WBWAS

SHECAERHIIES , FFEX.509 VIERERN , XR—IRANMERFREERIRFNBIEH=A.

7.1.2 EBYEIN
SHECA R TEBY RIS IETF RFC 3280 HEMARERET BN , R iSAET RN,
o AR

AR FE LA R A A HiE: (021) 36393100 A& : (021) 36393200
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BFESE , AU, ZHME , GENE , ZEm , WIBERER , WIECRLER , RNE , RE=.
SHEB (ITHIES ) CAES
0 digitalSignature v v
1 nonRepudiation x x
2 keyEncipherment x x
3 dataEncipherment x x
4 keyAgreement x x
5 keyCertSign x N
6 cRLSign x N
7 encipherOnly x x
8 decipherOnly x x
o IEPHRER

SHECA EARIERRIE FFE X509 IERE | X—RIEEFMDLIBRIREEER.
o EAIRH

RTEINERRFEESD  NRERAFSE.
o TEERRE

SHEPNEELTYT RERBR

EMER (ITHES)
XHEE y
(1.3.6.1.4.1.311.10.3.12)
Adobe PDF &£
(1.2.840.113583.1.1.5) Y

e CRLEfIR
CRL oA BB ETTLASREY CRL 89 URL , AFISIBERIAE.
s FHIS
SHECA ERRIERRAEIFY IS,
o TNBYEM
SRR FFIFAEY RIA :
BB R , Signature Extension , B EEBEXIHERNS  IFS. BGE.

7.1.3 BIENSRIKRF
SHECAZ RRIIEREIRR AR /9sha256RSAESMS3,
SHECAERIEL AN SARRFT , FIAISOMSAIRFART ( OID ) EEAHLE. N :
1, &88%:
e SHA256withRSAENcryptionRIEFRRFA : {iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) sha256WithRSAEncryption(11)}
e SM3withSM2Encryption{dSAmRFAF A : {iso(1) member-body(2) cn(156) ccstc(10197) sm-
scheme(1) sm3WithSM2Encryption(501)}
2, HEEE

o sha256RIXTSRARIRFT A : {joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101)
TR R LA R A F HiE: (021) 36393100 1£ 32 (021) 36393200
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csor(3) nistAlgorithm(4) hashAlgs(2) sha256(1)}

o smM3MXSRIFIR A : {iso(l) member-body(2) cn(156) ccstc (10197) sm-scheme(1)
sm3(401)}

3. IRTREE ¢

e rsaEncryptionfISARRFFA : {iso(1) member-body(2) us(840) rsadsi(113549) pkes(1) pkcs-
1(1) rsaEncryption(1)}

e sm2Encryption{ISARRAA : {iso(1) member-body(2) cn(156) ccstc(10197) sm-scheme(1)
sm2Encryption(301)}

4, WFREE
AR ERERERBEIERR DARTRIRITREX

7.1.4 BFREA

SHECAZ RHNIET , HEMA/AAMESZAIABREX 50198R5 1548 , E4ASubject A9X.500 DN 2 C=CN
apREAI MY X 500 BRME—RF , BEMEAYRID—EEER UTF8String,

F{ASubject 9X.500 DN 33324 O FIOU , EA&=40™ : C=CN;
O=xx OU= xx; CN=xx

7.14.1 C (Country) RAUEPFEARTEER , AIIEE ;

7.14.2 O ( Organization ) RSUEPERSEIEBERFIBRAFAES. Bia
X. BEEMRMRER , AEE ;

7.143 OU ( Organization Unit ) R AUERFHRESEUEBFEARERMUANZTRE
FR, BIUEIR ;
7.144 CN ( Common Name ) NAFBFEARAIEE ;

7.1.5 ZFRERE

SHECAERHIIES , HIRBIBTRARIFNEREE NS | UREERES XATRBIZR,

7.1.6 EPRRESXISIFATT

SHECAIRERX S0MRES RANIES , BUERRIENSANRF | FRUDERRIERRIBRIEXEE. BikigsE
3 1.2,

7.1.7 RESPRGY RIBIAE

FoHRRE.

7.1.8 RISREFANEEFNENX

FoHRRE.

7.1.9 KEHEPRIGT RITHILEEAIN

THE.

7.2 IEBREEIZR

SIHERRERCRL , BT IESTATES SRR ; (REHI-RRES (FCA ) BHARL,
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721 WAS

SHECAHRIERX.509 V2higARICRL , HhRASEBAEARLIRAEHAZE A,

7.2.2 CRL #ICRLEZBY Bt

FHRRE.

7.2.3 CRLT%;
LB A R RICRLY R RIAIIURL TEIARL,

7.3 TELEBREINY

SHECAJIFIFHRMHOCSP (ELEPINSEIIRSS ) SEERRARMEERERISES.

731 RAS

RFC2560E X AJOCSP V1,

7.3.2 OCSP# REIn

TALE.
7.3.3  OCSPHIIBHRANG KL
—OCSPIBRAALTAIE

. IRA

. IRSER

o BtREPIFR

o TIBEAEOCSPIIRIEERMEATATIEY R
EES—NMEKZIE , OCSPIRSZIHIMMATH T FAEN :

o (SEIEMERIL

o IRARSSESREC EIRIIEKIRSS

o BXREATMMIRSBFRENER  MREHT—NEREMEIEHT . BBAOCSPIRSIHE=E—ME

RMER | BURNE , IRE—MEENEIS.

FrEfRENREISEHSHECAIERE L ERPHTHFESR , FEOSRSEIE IEREN. BREE. FA. E
SERHELITERDER

o  [EISIEENRA

o IRARSSESEFR

o XERFIEPBHES

o« TNENE

o BEHEENFINRFS

o MWEISEEHTIENES
SNEREEE , OCSPIRFBHESRE—MHBES | XUEHRERISBSHECAIE RS R ERANSSE, HBEEE
EEHE

o RIFHHEILAYIEXK ( malformedRequest )

o [UEREIR (internalError)

o EHEHA (trylater)
AR FE LA R A A HiE: (021) 36393100 A& : (021) 36393200
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o FEEER (sigRequired)
e KIEH (unauthorized)

8 ARSI BT FIEEITS

8.1 THEHISIERE B
EHRATHE. WA CA RO IR SRR , RIVAENRIRG, RETIFRE,
AT RS,

8.2 THEEIIRR

PIEBEETT AR CA HIWIREBARAERL | SNEPERTHIVERT T ARRIE SRHRSR =I5 1E.

8.3 LB SHITLEZIERER

THEE SHIPEENA IS, MSERECHERR | BUASABHERIEE.

8.4 PRAPIES

HIAMRSATEREE | AR, VEERe. REcEEE. BRREMETRS. EFRSEFAR.

8.5 XA SA B RENAIEHE
X RRTIEE , CA HUSRER BSOS EERATE , WIS TH, CA YokiREE
IRRRIEX AR, SEAUTARRITAL,

8.6 THEERANEIES KT
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